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1. IHosicHUTEILHAA 3aIIHCKA
1.1. Lenp u 3aga4u JUCITUTIIMHBI

Lenv oucyuniunbl: IOTyYEHUE OCHOBHBIX 3HAHUH 00 MCIIONB30BAaHUH KPUMTOTPAQUISCKUX Me-
TOJIOB IS 3aIIUTHI HH(OPMAIIMK TIPU €€ XpaHeHUU, 00paboTKe U AMCTAHIIMOHHOW Tepenave dJIeK-
TPOHHBIX JaHHBIX.

3aoauu oucyuniunwvl: OBIAJACHUE CTYACHTAMU OCHOBHBIMU MOHSATUSMU, MATEMAaTUYECKUMH MO-
JSJISIMA ¥ METOZIaMH COBPEMEHHOM KpunTorpaduu, yMeHUe CTYJACHTAMHU: peliaTh TUIIOBBIC KPHIITO-
rpaduueckue 3a1auu; paboTaTh CO CIEIUAIBHON MaTeMaTHYECKON TUTEPATypPOil, UCTIOIb30BaTh Ma-
TEMaTUYECKHIA armmapaT i PEeIIeHUs MPUKIAIHBIX KPUNTOrpapuIecKux 3ajad 3alluThl HHPOpMa-
I[UU B PA3IMIHBIX chepax yeloBEeUECKOU AeSTEIbHOCTH.

1.2. ®opMupyemMble KOMIIETEHIIUU, COOTHECEHHBIE C IJIAHUPYEMBIMU Pe3yJbTaTaMH OOY4EHHUS IO
JTUCLUTLIINHE

Koasbl komme- Coaep:xaHue KOMIeTeHIHH IlepeyeHb MIAHNPYEMBIX Pe3yJIbTATOB
TeHI[UH 00y4YeHHs Mo AUCHHUILIHHE
OIIK-2 CIIOCOOHOCTBIO TIPUMEHSTh COOT- 3HaTh: OCHOBHBIE TOJIOKEHUSI MaTema-
BETCTBYIOIIMIA MaTEMaTHUYECKHI | THYECKOTO ammaparta, METOAbl KOIUPOBAHUS
ammapar 1Jisi penieHus npodeccu- | nHbopMaIK; OCHOBHBIE MOJICITH, METOJIbI U
OHAJILHBIX 33124 CpeICTBa KPHUMNTOTPaUUECKON 3aIlUThl WH-
dbopmaru
YMeTh: pemiaTh THUIIOBBIE KPUIITOTPA-
dbuyeckue 3a1a9u 3alUTHl HH)OPMAITUH;
Bragers: MeTonamMu CHHTE3a M aHAIU3a
KPUNTOTpaUUECKMX CHCTEM U MPOTOKOJIOB,
crocobamMu  perieHusl KpunTorpaduueckux
3a7a4 3amUThl MHOOPMAIMU B Pa3INIHBIX
cdepax 4enoBeYecKor AeITeITbHOCTH.
OIIK-4 CIIOCOOHOCTBHIO IIOHMMATH 3HAa4e- 3HaTh: MaTeMaTUYECKUE MOJEIN KOIU-
HUe MHGOPMAIUU B Pa3BUTHH CO- | POBaHUS CHUCTEM MH(POpPMAIUH;
BPEMEHHOTO 00IIecTBa, MpHUMe- YMeTb: TpUMEHSTh HH(GOPMAIIHOHHBIE
HATh MH(OPMAIIMOHHBIE TEXHOJO- | TEXHOJIOTUU JJIs TOMCKa U 00pabOTKH WH-
TUU JIUIA TTOMCKa U 00paboTKu WH- | opMaIu;
dbopmaruun Brnagerp: HaBBIKAMU  SKCILTyaTalluu
KpUNTOTpaGUUECKX TPOTOKOJIIOB H CXEM,
MOJYYUBIIUX IMTUPOKOE MPUMEHEHHUE B Kaye-
CTBE HMHCTPYMEHTApHsI B CHUCTEMax OJJICK-
TPOHHBIX TUTATEKEH M CUCTEM DIIEKTPOHHOTO
JIOKYMEHTO000pOTa
OIIK-5 CIIOCOOHOCTBIO HCII0JIb30BaTh 3HaTh: HOPMATUBHO-IIPABOBBIE TPEOO-
HOpPMATHBHBIC TPAaBOBHIC aKThl B | BAHUS B 00JacTH pa3paOOTKH M MPUMEHEHHS
npodeccuonansHoit  gestensHo- | CK3U
CTH YMeTh: MPUMEHSTh TEOPETUUYCCKHE 3HA-
HUS 11pH pa3padotke OPJ]
Brnaners: HaBbIKaMM TOHWCKA HYKHOU
uHpOpMallUM B HOPMAaTHBHBIX 0a3ax M HC-
TOYHHKAX

1.3. MecTo TUCHMILIMHEI B CTPYKTYpEe OCHOBHOW 00pa30BaTeIbHON MPOTPaMMBI

Jucnunnuna «Kpuntorpadguueckre METOAb! 3alIUTHl HHPOPMAIUI) OTHOCUTCA K 0a30BOM ya-

cTH OJIOKa JIUCIUILIMH y4eOHOTo IiiaHa 1o HampasieHuto noarotoku 10.03.01 Mudopmannonnas
6e3omacHOCTh. JluciuruinHa peanusyeTcs Ha (pakynbTeTe HHPOPMAIMOHHBIX CHCTEM U 0€30MmacHo-
cTH Kadeapoil KOMIUIEKCHOM 3l Thl UH(OPMAITHH.
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JIJist OCBOCHHMSI TUCHUTUIMHBI HEOOXO UMbl KOMITETEHIIUU, CPOPMUPOBAHHBIC B XO/I€ U3yUCHHS
cnenyomux aucuuiuivH: «Teopust nadopmanuny», «MareMaTudeckiue OCHOBBI 3alIUTHI MHPOpMa-
Uy, «TexHudeckoe peryaupoBaHre B 001aCTH 3alUThl HHOOPMALIUN.

B pe3ynbTaTe 0CBOCHUS AMCHMUILTUHBI (OPMUPYIOTCS KOMIIETCHIIMUA, HEOOXOAUMBIE IS U3yde-
HUS CIEAYIOMIMX TUCHUILUIMH U MPOXOXKJIeHus mpakTuk: «KommuiekcHoe obecrieueHre 6e30MacHOCTH
o0BekTa mHpOopMaTH3AIUNY, «3aluTa HHHOPMAIMOHHBIX MPOILIECCOB B aBTOMATH3WPOBAHHBIX CH-
cTremMax», «OpraHuzanus BUPTYaJbHBIX YaCTHBIX ceTeil», «[IpakTuka mo momyuyeHuio npodeccuo-
HAJIBHBIX YMEHUHN U OmbITa MPOo(ecCHOHANBHON ACITeTbHOCTH M0 TEXHUYECKOW 3aIuTe nH)opma-
unu, «lIpenauniuoMHas npakTUKay.

2. CTpyKTYypa JUCUMILIIHHBI

CTpyKTYypa AMCUUILINHBI A/ 04HOH (popMBbI 00yUeHH s

OO01mast TpyA0eMKOCTh AUCUUIUIMHBL — 3 3.e., _108 wyacoB, B TOM 4yuclie KOHTaKTHas paboTa
oOydJaronuxcst ¢ npenojaBaresieM 42 4., IPOMEXKyTOUHas arrectamuss 18 4., caMoCTOsTeNbHAs

pabora oOyuaronuxcst 48 d.

Bunpr yue6HOM paboTh
(B yacax) ®DopMEbI TEKYIIIE-
KOHTaKTHas r0 KOHTPOJIS
|
No Pa3nen nucrurniu- o o § ;_l% YCTCBACMOCTH,
S 3 T 0 o dbopma pome-
wm HbI/TeMBI 3 g £ 8 & | xyTouHoit aTTe-
ele |5 B4 52|52 | 8% o -
5| g S |Eg 25 |&¢ g & | cranmu (no ce
s | 2 S |¥ E 3 E g 8 z 5 Mmecmpam)
Sl2 |8 =5 S5 |Fg |9F
1 BBenenue B quciuIniu- 6 2 2 Onpoc
HY
2 Ucrtopust kpuntorpabuu | 6 | 2 4 4 O1ueHka BbINOJI-
HEHUS MpaKThye-
CKUX 3aJaHui
3 bazossle kpuntorpadpu- | 6 |4 4 14 OrueHka BBINOJ-
YECKUE METObI U CXEMBI HEHUS MpaKThye-
Kpunrorpaduyeckon CKHX
3alUThl HH(GOpMaLUU U BHEAyUTOp-
HBIX 3aJlaHUN
4 Kpunrorpaduueckue 6 |4 4 8 O1nieHka BbINOJI-
MPOTOKOJIBI HEHUS TIpaKTHye-
CKHX
U BHEAYAUTOP-
HEIX 3aJaHUNI
5 HopMmaruBHbIe aKThI, 6 |4 4 10 OrueHka BBINOJ-
periaMeHTHpYIOIIHe Je- HEHUS MpaKThye-
SITETLHOCTh B 00JIaCTH CKHX
KpunTorpaduueckoit U BHEAyUTOp-
3amuThl HHQOpMAIIUN HBIX 3aJJaHHI
6 CpencrBa u yciayru B 6 |4 6 10 O1uieHka BbINOJI-
obnactu kpunrtorpadu- HEHUS MpaKThye-
YECKOM 3ammuThl HHPOP- CKUX 3aJaHui
Mallld, IPEACTABICHHbBIC
OTEYECTBEHHOM PBIHKE
7 DK3aMeH 6 18 DKk3aMeH 1o Ou-
JeTaM / UTOroBast
Uroro: 20 22 18 48




3. Conep:kaHue QM CHUTIINHbBI

Ne

HaumenoBaHue pa3jaesia Jucum-
IIMHBI

Conepxanue

BBenenue B TUCHHMILINHY

OOurre monoxxeHust Kpunrosoruu. basosbie Kpur-
Torpaduyeckre TEPMUHBI, IIOHSATHS U OMIPEICIICHHS.
Knaccudeckast u MaTemaTH4ecKasi KpUIITOTpa-

¢us. CTOMKOCTh KpUNTOrpaPUIECKUX CXeM (He-
(dopmanbHOE BBEICHUE).

Hcropust kpunrorpapuu

Opa nonay4noit kpunrorpapuu. lludp «Crutansy,
mudpst Lesaps, [Tonubus, Tpuremus, Kapmano,
[TopTsl, Buxenepa, 6071b1110i 1 Manbiil udp
Hanoneona. ®opMbl BU3aHTHUICKOW TATHOITUCH.
HpeBHepycckue mudpst «Ilepmckas azoykay,
«IIpocrtas u myapas autopesi», «PUOTh U XBUOTHY,
«Yronku», «Tapabapunay. [ludp Bepunama.
[udpoBansubie MamuHbl «Lorenz» u «Enigmay.

ba3oBble kpunrorpagpuueckue
MeTO/AbI M cXeMbl KpunrTorpadgu-
YeCcKOoM 3amuThl HHGOPpMAUHN

KpunrocucreMsl ¢ CEKpeTHBIM KIIFOUOM, aTaKH HA
KPUIITOCUCTEMBI ¢ CEKPETHBIM KiItouoM. Kpunrocu-
CTEMBI C OTKPBITBIM KIIFOYOM, OTKPBITOE pacupeie-
nenue kmouet nppu-Xennmana, aTaku Ha KpUII-
TOCUCTEMBI C OTKPBITBIM KJIFOYOM. TeopeTnueckas u
IIpaKTU4ECKasi CTOMKOCTb KpUNnTocucTeM. Cxembl
ANEKTPOHHOU noamnucH. Kpunrorpaduyuecku cToii-
KHe X3I-(QyHKIUUA. MeTo bl TONCKA KOJUTH3HMA.
DIIEeMEHTBI TEOPUU BBIYMCIUTEIBHON CI0KHOCTH.
OnHocTopoHHKE PYHKUIUHU U (PYHKIIMH C CEKPETOM.
[IceBnocnyuaiinbie reHepatopbl. THTepakTUBHBIE
CUCTEMBI JI0Ka3aTeIbCTB U MHTEPAKTUBHBIE CUCTE-
MBI JIOKa3aTeIbCTB C HYJIEBBIM pa3rialllecHUEM.
CXeMbl ¢ COKpBITHEM CBUJIETENILCTBA U C HEPA3IIH-
YUMBIMH CBUAETENbCTBAMU. CXEMBI BEPOSITHOCTHO-
ro muppoBaHusl.

Pa3zHOBUIHOCTH cXeM 3IeKTpOHHOM nmoanucu. Cxe-
MBI KOH(pHUISHIIMATBHOK oanucu. CXemMbl TpyIIo-
BO nmoanucu. Cxembl MyJbTHIOANUCH. CXEMBI 3a-
TeMHEHHOU noanucu. Cxembl OJMUCH ISl UHTEN-
JIEKTyalbHbIX KapTo4yeK. CXeMbl OANKUCH BUAA
«o(d-naits/oH-naitHy. (1,f)-IOPOTOBBIE CXEMBI MO/I-
nucu. [Iponenypsl apbuTpaxka B cxemax 3JIeKTPOH-
HoM noanucH. IIpakTuueckue cxeMbl HHTEPAKTUB-
HOM ayTeHTU(PHUKAIINH.

Kpunrtorpadguueckne nporoxko.nl

OCHOBBI TEOPUH KPUNTOTPAPUUECKHX TPOTOKOJIOB.
CBoiicTBa M OCHOBHBIE TTapaMeTphbl Kpunrorpaduye-
CKUX MpoTOoKosoB. Kiaccudukanus ocCHOBHBIX BU-
JIOB aTak Ha KpunTorpaduyueckre mpoTOKOJIbI.
[TpoTokomnsl ayrenTudukanuu. TpeboBaHus K po-
TOKoJaM ayTeHTudukanuu. [laponpHas ayreHTH(U-
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Kanust (TPOTOKOIIBI ¢ (PUKCUPOBAHHBIMHU TAPOJISIMH,
MIPOTOKOJIBI ¢ OTHOPA30BBIMH MapoiisiMu). [IpoToko-
JIBI TUTIA «3aMPOC — OTBET» (OTHOCTOPOHHSISI AyTEH-
TU(dUKaIMs, OCHOBaHHAsA HAa METKE BPEMEHHU, OJTHO-
CTOPOHHSISI ayTeHTU(DHUKAIUS C UCIIOIb30BAHHEM
CIIy4aifHbIX YHCeJl, TPOTOKOJIbI C UCIIOIb30BaHUEM
ACUMMETPUYHBIX KPUIITOCUCTEM, IPOTOKOJIBI C UC-
MOJTb30BaHUEM DJIEKTPOHHOM moAnucH). [IpoTokob
ayTeHTU(UKAIINHA, OCHOBAHHBIC HA MCTIOIH30BAHUHI
MHTEPAKTUBHBIX CUCTEM J0Ka3aTeNIbCTB C HYJIEBBIM
pasrianieHueM 3HaHUsL.

[Tpotokomsl pactipeaenenns kaoueit. Chepbr npu-
MEHEHHUsI MPOTOKOJIOB pacipeiesieHUs KITI0Yeil.
Krnaccudukanus npoTokosioB pacpeeeHus KIo-
yel. [IpoTOoKOIbI, OCHOBaHHBIE HA KPUIITOCUCTEMAX
C cekpeTHbIM Ki1touoM. [IpoTokonsl pacnpeneneHus
KJIIOU€H, OCHOBAaHHBIX Ha KPUIITOCUCTEMAX C OTKPHbI-
TBIM KJIFOUOM.

[TpoTokoinbl 00pa3oBaHus 3alTUIICHHBIX KAHAJIOB
nepenayu JaHHbIX. OCHOBHBIE UCIIOJIb3yeMbIe Ha
MPAKTUKE METO/Ibl OPraHU3alMK 3aIUIIEHHBIX Ka-
HaJIOB TIEpeiayu JaHHBIX. [ uOpuaHbIC CXeMBI M-
poBanwsi. [IpoTOKOIIBI, OTHOBPEMEHHO 00eCTIeUn-
Barole KOHQUICHIIMATLHOCTD U ayTEHTUYHOCTh
uHpOpMalUu.

bankoBckue kpunrorpapudeckue npoTOKObI.
DNEeKTPOHHBIE MOHETHI U MIEPEBOIUMBIE JJIEKTPOH-
HBIE MOHETBI. DJIEKTPOHHBIA OyMaKHUK. DIICKTPOH-
HBIE TUIATEXKU.

[IpoTokosibl KOHPUIEHIIUATBHBIX BHIYUCICHUN U
KOH(HICHIINATBHOTO BEIYUCICHUS ()YHKIIHH.

HopMmaTuBHBI€e aKThbI, perjiaMeH-
THPYIOLIHE 1eATEeJbHOCTD B 00-
JIACTH KPUNITOrpauYecKoi 3a-
UTHI UHGOPpMAUHT

®enepanbHblie 3ak0HBI «O0 MHPOpMaIUK, UH-
(bopMalMOHHBIX TEXHOJIOTHSAX U O 3aIlUTE HH-
dbopmaruny, «O nepcoHaIbHBIX TaHHBIXY», «O0
AJIEKTPOHHOU MOAMUCH», «O TEXHUYECKOM PEryJIH-
POBaHU.

[TocranoBnenue [IpaButenscrBa Poccuiickoi
®eneparun ot 23 centadps 2002 roxa Ne691 «O6
YTBEPKACHUU MOJOXKEHUH O JTMIEH3UPOBAHUU OT-
JIENTbHBIX BUJIOB JIEATEIHHOCTH, CBSI3aHHBIX C MIU(-
POBATBLHBIMH (KPUOTOTPAPUIECKUMH ) CPEACTBAMU.
[Tonoxenue o pa3paboOTKe, MPOU3BOJ-CTBE, peaju-
3aIMH ¥ SKCIUTyaTaluy MudpoBaIbHbIX (KPUIITO-
rpaduuecKux) CpeAcTB 3aumThl nH-popmanuu (Io-
noxxenwne [1K3-2005), yrB. [Ipukazom Jlupexropa
@®Cb Poccun ot 09 pepans 2005 roga Ne66.

OrteuectBennbie (kpunTtorpadpuyeckue) [OC-
ThI: TOCT 28147-89, 'OCT P 34.10-2012, TOCT
P 34.11-2012, TOCT P 34.12-2015u I'OCT P
34.13-2015.
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6 | CpencrBa u ycayru B 00/1acTH
KpPUITOrpaguyecKou 3auThl
HH(pOPMAIUH, IPEACTABJIEHHbIE
HA 0Te4eCTBEHHOM pPbIHKE

bopmanuu.

Opranu3zaiuu, OCyIeCTBISIONINE 1A TENb-
HOCTh B 00JIaCTH KpUTNITOTpadUIeCKOM 3aIUThl HH-

Jluneiika npoaykroB «Kpunrtollpo». JInneiika
npoaykToB «Secret Disky». 3ammiieHHbIi a0OHEHT-
CKHI IMTYHKT CUCTeMBI «ATiacy (u3nenue M-468P).
Pemenusa ®I'YII «HTLL «ATtnac» mo co3ganuio 3a-
nuieHHBIX (10 kiacca AK3) aBromaTu3npoBaHHBIX
cucreM Ha atdopme Maiikpocodt. CK3U
«Kpunro BJI». JIpyrue npoaykTsl U yCIyra B o0Ja-
CTH KpUNTOTpapuueCKON 3aUThl HHPOPMALIUH.

4. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

[Tpu peanuzanuu pabodeld mporpamMmMbl JUCUMIUTMHBI «Kpunrorpadudyeckue MeToAbl 3aiuThl

UH(OpPMaLIMN» UCTIONIB3YIOTCS CIeYIOIIe 00pa30BaTeIbHbIE TEXHOJIOTHU:

Oo0pa3oBare/ibHbIE TEXHOJIOTUH

Ne Buasbl yued- |OOpa3oBaTesbHbIE
HaumeHoBaHue TeMbI .
n/n HBIX 3aHATHI | TEXHOJIOTUH
1 |Bgedenue 6 oucyunaumy Jlexyus. Tpaouyuonnas c ucnonv3osanuem npe-
3eHmayuii
2 |HMcmopus kpunmoepaguu Jlexyus. Jlexyus-ouckyccus
Ilpaxmuue- Tpaouyuonnas

CKoe 3aHAamue

1

3 |baszosvie kpunmozpaghuueckue me-
MOoObL U cXembl KpUnmozpaghuueckoti

Jlexyust.

Jlexyus-ouckyccus

3awumol ungopmayuu Tpaouyuonnas
Ilpaxmuue-
cKoe
sanamue 2.

4  |Kpunmoepaghuuecxkue npomokonvr  |Jlexyus. IIpobnemnas nexyus
Ilpakmuue- Tpaouyuonnas c ucnonv3osanuem npe-
cKue 3eHmayui
s3auamus 3.

5 |Hopmamusnsie akmol, pecnamenmu- |Jlekyus. Jlexyus ¢ pazbopom
pyrowue KOHKPEMHbIX CUMYyayull
odesimenbHOCmb 8 001ACMU KPUNMOo-
epagpuyeckotl Ipaxmuue- Tpaouyuonnas
3auumuol uHgopmayuu cKoe

3anamue 4.

6 |Cpeocmesa u ycnyeu Jlexyus. Jlexyus-ouckyccus
6 obnacmu Kpunmozpaguiecko
3awumul ungopmayuu, npeocmas- |lIpakmuue- Tpaouyuonnas
JIeHHble HA OMeYeCmeeHHOM PblHKe  |cKoe

3auamue 5.




5. OneHka mJIaHMpPYyeMbIX Pe3yJIbTATOB 00y4eHH s

5.1. Cucrema OLleHUBaHUA

®opMa KOHTPOJIS Makc. K0J1M4ecTBO 0aJJI0B
3a onny pado-|Bcero
Ty
Texymuil KOHTPOJIb:
- onpoc (memvl 1-6) 5 6annos 30 6annos
- yyuacmue 8 OUCKYCCUU HA CeMUHAape 5 6annos 10 6annos
- npakmuyeckue 3a0anus (memoi 2-3) 10 bannos 20 6annos
- npakxmuyeckue 3a0anus (memot 4-6) 10 bannos 30 6annos
[TpomexyTodHas aTTeCTalus 40 6annos
IK3amen
HToro 3a cemectp 100 6annos
OK3amen

ITomy4yeHHBIN COBOKYIIHBIN pe3yIbTaT KOHBEPTUPYETCS B TPAAULMOHHYIO LKAy OLCHOK U B LKAy
ornieHOK EBpormelickoil cucteMbl mepeHoca u HakorieHus kKpeauToB (European Credit Transfer
System; nanee — ECTS) B COOTBETCTBHH ¢ TaOIUIICH:

100-6amnpHas mkana | TpaguimoHHas IIKaga Ixama ECTS
95-100 A

2304 OTIINYHO B

68 — 82 XOpOUIO 3a4TE€HO C

56 — 67 D

50_55 YOBJIETBOPUTEIHHO E

20-49 FX

0-19 HEYIOBJIETBOPUTEIHHO HE 3aYTEHO F

5.2.Kputepuu BbICTaBIEHUS OLICHKH MO TUCIUIUIMHE

Banany/ Ounenka mno pauc- | Kpurepun oueHku pe3yJibTaTOB O0OyYeHUS MO JUCHM-

HIxana IHUIJINHE IJIMHE

ECTS

100-83/ «OTIUYHOY/ BricraBisiercss o0yyaromemMycs, eciii OH ITyOOKO U Ipod-

A,B «3a4TeHO (OTJIMY- | HO YCBOWJI TEOPETHYECKUH W TPAKTUYECKHA MaTepual,
HO)»/ MOXET MPOJIEMOHCTPUPOBATH 3TO HA 3aHATUSAX U B XOJE
«3a4TEHO» MIPOMEXKYTOUYHON aTTECTALUU.

OOyuaronuiicss HICYepIbIBAIOLIE U JIOTHYECKU CTPOHHO H3-
JaraeT y4eOHbIH Marepuain, yMeeT YBS3bIBaTh TEOPHUIO C
MPAaKTUKOH, CIIPaBISETCA C PELIeHneM 3ajaa4 npogdeccro-
HaJIbHOM HAIPaBJIEHHOCTU BBICOKOI'O YPOBHS CIIOXKHOCTH,
MPABUIILHO OOOCHOBHIBAET MPUHSATHIC PEIICHUSI.

CB0oOOAHO OpHEHTHpYETCS B yuyeOHOM M mMpodecCHOHATb-
HOH JIUTEparype.

OreHka 0 JUCLUIUIMHE BBICTABISAIOTCS 00YYarOIEMyCsl C
y4€TOM pe3yJbTaTOB TEKYyLIEH M IIPOMEKYTOYHOHM arTe-
CTaLMH.




10

Bbanany/
HIxanaa
ECTS

Ounenka mno auc-
HMIJIMHE

Kputepun oneHku pe3yinbTaToB 00y4eHHMs IO AUCLH-
MJIMHE

Kommnerenum, 3akperui€éHabIe 3a TUCHUTLINHON, chopMu-
POBaHbI HA YPOBHE — «BBICOKUI».

82-68/

«XOPOII0Y/
«324TEHO
110)»/
«3aUTEHO»

(xopo-

BricTaBnsiercsa o0Oyuaroiemycs, eciii OH 3HaeT TeopeTHye-
CKMI U NIPAKTUYECKUN MaTepHall, IPAMOTHO U I10 CYILECTBY
M3JIaraeT €ro Ha 3aHATUAX U B XOJI€ IPOMEKYTOYHOM arTe-
CTallMM, HE OIyCKasl CYIIECTBEHHBIX HETOUHOCTEH.
OOyuaromuiicst MPaBUILHO MMPUMEHSET TEOPETUUECKUE TI0-
JIOKEHUS TPU PEIICHUN MPAKTHYECKHUX 3a/1ad mpodeccro-
HaJbHOM HANpPaBJIEHHOCTH PAa3HOTO YPOBHS CIIOKHOCTH,
BJIa/IeeT HEOOXOMMMBIMH JIJIsi TOTO HABBIKAMH W TIpUEMa-
MU.

JIOCTaTOuHO XOpOIIO OPUEHTHUPYETCS B Y4€OHOH M Ipo-
(heccroHaIbHOM JIUTEpaType.

OreHka 1Mo JUCHUIUIMHE BBICTABISAIOTCS 00YYaromeMycs C
Y4YETOM pe3yJIbTaTOB TEKYIIEH M MPOMEXKYTOUYHOM arTe-
CTaluu.

Kommnerenium, 3akperui€éHabe 3a TUCHUTUINHON, chopMu-
POBaHbI HA YPOBHE — «XOPOIIUIY.

67-50/
D.E

«yIIOBJIETBOPH-
TEIHHOY/

«3a4teHo (ymoBiie-
TBOPU-TEIIHHO)»/
«3aYTCHOY

BricraBnsiercst oOydaroniemMmycsi, €M OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUYECKUM U IPAKTUYECKUU Marepuani, I0-
MyCKaeT OTJENbHbIC OMNOKU MPU €ro U3JI0KEHUH Ha 3aHs-
TUAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuaromuiics UCIBITHIBAET OMpPENEIEHHbBIE 3aTPYAHEHUS
B NPUMEHEHUHN TEOPETHUECKUX IOJIO)KEHUN TPU PELIEHUU
MPAKTUYECKUX 3a/1a4 Mpo(heCcCHOHATBLHOM HApPaBICHHOCTH
CTaHJAPTHOTO YPOBHS CJIOXKHOCTH, BJIaJIeeT HEOOXOIUMBI-
MU JJIs1 3TOr0 0a30BBIMU HaBBIKAMH U MIPUEMAMH.
JIeMOHCTpHUPYET JOCTAaTOYHBIM ypOBEHb 3HAHUS Y4E€OHOMH
JIUTEpaTyphl 10 AUCIUILIMHE.

OreHka 1Mo JUCHUIUIMHE BBICTABISIOTCS 00YJaloImEeMycs C
YYETOM pe3yJIbTaTOB TEKYIIEH M MPOMEKYTOUYHOM arTe-
CTallUH.

Kommnerenmum, 3akperui€éHabe 3a TUCHUTUINHON, chopMu-
pPOBaHbI Ha YPOBHE — «10CTATOYHBIN Y.

49-0/
F,FX

«HEYIOBJICTBOPH-
TEJILHOY/
HE 3aYTEHO

BricTaBnsiercst oOy4qaroremMycsi, i OH He 3HaeT Ha 0a30-
BOM YypOBHE TEOPETUYECKHMM M IIPAKTUYECKHI Marepua,
JOTyCKaeT TpyOble OMMOKHU TPH €ro M3JI0KEHUW Ha 3aHs-
THSAX U B X0J1€ IPOMEKYTOUHOM aTTECTALUH.
OOyuaromuiicsi UCIBITHIBACT CEPbE3HBIC 3aTPYAHCHUS B
IIPUMEHEHUH TEOPETHUECKUX IOJIOKEHUM NpHU pPELIEHUU
MPAKTUYECKHX 3a/1a4 Mpo(hecCHOHATBLHON HApPaBIEHHOCTH
CTaHJAPTHOTO YPOBHS CJIOXHOCTH, HE BIJIJEeT HEOOXO0u-
MBIMH ISl 3TOTO HaBBIKAMU U TPUEMaMHU.

JleMoHCTpHpYyeT (hparMeHTapHbIC 3HAHUS Y4eOHOH muTe-
paTypsl IO JUCIUIUIMHE.

OreHka Mo JUCHUIUIMHE BBICTABISAIOTCS 00YJaromEeMycs C
Y4ETOM pe3yJIbTaTOB TEKYIIEH M MPOMEXKYTOUYHOM arTe-
CTaLlUH.

KomnereHiumn Ha ypoBHE «IOCTAaTOUYHBINY, 3aKpeIIEHHbIE
3a AMCUUIUINHON, HE C(OPMHUPOBAHBI.
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5.3. OneHouHbIe CpeACcTBa (MaTepUaibl) Ui TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOUHOM
aTTeCcTaly 00YJaIONIMXCS 10 AUCIUIUINHE

Tunosvie KOHMPOIBLHBIE 3A0AHUA UIU UHbIE MAMEPUAnsbl, Heobxooumbvle O OYeHKU 3HAHUL,
VMeHUll, HABbIKOG U (UNU) Onvlma 0esmerbHOCMU - NPO8epKa CHOPMUPOBAHHOCU KOMNEmeHYUll
OIIK-2, OIIK-4,0IIK-5

1. KakoBbl OCHOBHBIC CBOMCTBa KpUOTOrpaUUECKOM CHUCTEMBbI M KPUNTOIPapUuECKOro
npotokosa? [IpuBenuTe npuMepsl mpoueayp oOMeHa COOOMEHUSIMU, KOTOPBIE SIBIISIOTCS payHAaMHU
U [IaraM¥ KPUNITOrpauIecKuX MPOTOKOJIOB.

2. B d4em 3akio4aroTcsi CBOWMCTBA TMOJHOTBI M KOPPEKTHOCTH HWHTEPAKTUBHOTO
J0Ka3aTenbeTBa’?

3. B 4yeM oTnMuYMe HMHTEPAKTUBHBIX CHUCTEM JOKA3aTEIIbCTBA C HYJIEBBIM pa3[NIAICHUEM
3HaHMS OT WHTEPAKTUBHBIX CUCTEM JoKa3zarenbcTBa? CoXpaHsieTcs U CBOWCTBO HYJIEBOTO
pasmiameHus NpyY NOCIEN0BaTENBHOM U IAPaJUIEIbHOM BBIIIOJTHEHUH ITPOTOKOJIOB?

4. Uro moHMMAaeTcs IMOjA KOMIIpoMeTanued Kpunrorpaduueckoro mnportokoina? Ilpuseante
IIPUMEPBL:

aTaKy 10 U3BECTHBIM KIIFOUAM;

CJIOBApHOM aTaKw.

5. Nmeercs cxema oTKpbITOro mugpoBanus RSA. d — cekpeTHbIi K04 yyacTHUKA P, e —
OTKPBITBIN KIIF04, COOTBETCTBYIOLIHI 3TOMY CEKPETHOMY KJIIOUY, 77 — MOAYJb CXEMbI IH(ppoBaHus. P
umeet mudprexct C. P XoueT 1oKa3aTh V 3HaHME CEKPETHOTO KI0Ya d, HO Tak, YTOObI V He y3Hal
ATOT KJIIOY, M YTOOBI OH HE CMOT pacmu@poBarh Kakoi-muoo mudprekct (B Tom uucie u C). Kak
3TO MOXHO caenars? (IIpemioxure NpOTOKOI 10Ka3aTeIbCTBA C HYJIEBBIM pasIIalliEHUEM 3HAHUS.)
BeruncnurensHble BO3MOXKHOCTH P 1 V' B niporiecce 0OMeHa NOJTMHOMHUAIBHO OTPaHUYEHBI.

6. M3BecTHa opmyna AHAEpCEHa ONpeaesICHUS JUTMHBI TapOJIs:

1 L

S =—N*.=
20T

b

rae S, — Bpems 0e30MacHOCTH (pacKpbITUs) maposs (B TeYEHHE 3TOr0 BPEMEHH Mapoiib
COXpaHsIeT TaliHYy);

T — cKOpOCTh BBOJIA TAPOJISL, CHMB./MUH.;

X — IJIMHA 1apoJisl, CUMB.;

N — MouHOCTh andaBuTa;

L — 4ucno BBOJUMBIX CHMBOJOB M Jp. 3HAaKOB, HEOOXOAMMBIX ISl MHHULMAIU3ALUU
OTO3HaHUs (MOXKET OBITh OOJBIIIE ITTUHBI ITAPOJIS).

[Toctpoiite rpaduxu 3aBUCUMOCTH BpEMEHHN 0€30I1aCHOCTH:

a) PIN-kona;

0) uugpo-andasuTHOro Napois (pycckuil angpasur)

OT JUTMHBI N1ApOJIsl IPU YCIIOBUH:

pY4YHOI0 BBOJIa CUMBOJIOB Ha Ki1aBuarype (7=120);

aBTOMAaTU3UPOBAHHOTO MMo00pa naposei (7=1200),
cuMTas, 4TO YHUCJIO IMOIBITOK BBOJA IAapojsi HE OrPaHMUYEHO, a I BBOJA MapoJil HEoOXOJUMO
HaOpaTh ero Ha KJlaBUaType U HakaTh KiaBuily <Enter>.

7. IlpoBeauTte cpaBHEHUE MPOTOKOJIOB ayTEHTU()HUKALMH, OCHOBAHHBIX Ha JI0KA3aTelIbCTBAaX
¢ HyJIeBbIM pasriamienueM 3Hanus (Ouara — [llamupa, ['uiito-Kuckarepa, [IIHoppa), o cieayronmm
napaMerpaMm: BBIYMCIUTEIBHONW CIOXHOCTHM IPOTOKOJA JJs JOKa3bIBAIOILIEIO U IPOBEPSIOLIETO,
KOJIMUECTBY II€pe/laBaeMbIX OaliTOB JaHHBIX, AOINOJHUTENBHON NaMmsTH, HeoOxomumon P u V.
Crnenaiite BBIBOA O cpaBHUTENbHON 3¢ dexTuBHOCTH MpoToKoyioB. (HeobOxoaumblie mapamerpsl
BbIOEPUTE CAMOCTOSTENBHO.)

8. Kakx mpeobOpazoBarte mnpoTokon ayreHTH¢uKauuu IIIHOppa B cXemy 53JIEKTPOHHOMN
nojanucu?
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9. lIpeanosioxum, 4TO K JaHHBIM, IPEIHa3HAYCHHBIM IS TIEpelayd B KaHaJ CBSI3U, COTJIACHO
TEXHUYECKUM YCJIOBHUSM, OTIPABUTEIIO HEOOXOUMO IPUMEHUTH: aJITOPUTM OJIOYHOTO MTUGPOBAHUS
(mmdp cuuTaTh HACATBHBIM), aJTOPUTM MOMEXOYCTOWYUBOTO KOJUPOBAHUS, aJITOPUTM CxaTus. B
KaKOM TIOpPSJIKE CJEeIYyeT HPUMEHSATh 3TU alropuTMbel u mnouemMy? Ha kakom »Tame B ciydae
HEOOXOAMMOCTH HY)KHO CT€HEPHPOBATH AJICKTPOHHYIO IMOJNUCH OTIpaButens? MmeeT au sTa 3amaya
OJIHO3HAYHOE pelieHue?

10. ITosicHuTe, B KaKUX CIydasx I OOeCreyYeHUs MOJJIUHHOCTH COOOIICHUN HE0O0XO0auMO
MPUMEHSTH JIEKTPOHHYIO MOAMKUCH, @ B KaKUX — X3MI-PyHKIUU ¢ kirodoM? B yem npeummyiiectBa
M HEJOCTATKH Ka)KI0ro Meroaa?

11. IlpuBenute ocHOBHBIE NOJOKeHUsT DenepabHOTO 3akoHa «O0 3JIEKTPOHHON MOJIUCHY,
I'OCT P 34.10-2012 u 'OCT P 34.11-2012. Pacckaxxute 00 MpUHIMIIAX HCIIOJIB30BAaHUS, BHAAX U
CpencTBaxX OJJIEKTPOHHBIX MOAMUCEH, 00 YIOCTOBEPSIONIMX LIEHTPAaX MU CepTU(UKATAX KITIOUYEH
MIPOBEPKU AJICKTPOHHOH TIOJIITUCH.

IIpomesicymounas ammecmayus (KOHMPOJbHbIE B0NPOCHI) - NPOBEPKA CHOPMUPOBAHHOCHU
xomnemenyuti OIIK-2, OIIK-4,0IIK-5
1. Ilycte (E,D) — cxema cummerpuuHoro mmdpoBanus, MAC — xpunrorpaduueckas XdIi-
¢yuknus c kaodoM. [lycts 4 u B umeror obmue xintoun: K; — nus mudposanus, K, — 1uist Xaui-
dbyakuun. OHU XOTAT MepenaTh COOOIICHHE 7 TaKMM 00pa3oM, 4ToObl Oblia oOecrieuyeHa CeKpeT-
HOCTB, IIEIOCTHOCTh U MOJUIMHHOCTH cO00meHHs. VIM peioske bl clenyIommue cnocoObl BHITOTHE-
HUS IPOTOKOJIA:
a) M’MACKZ (EKl (M ))’
5) Er. (p,maC, (M),

9

5) Ey (M) MAC, (M);
1y Ex ()5, (yac, (u0)),
o Eal000004C, (£, (40)
o) Ex (Mac,, (M) mac, (E, (M),
x) Ex (M, MaC, (M) MAC, (M)

n) E. (M,4), tne A — unentudukarop ornpasutens (B pacmmdpoBbiBacT MHPPTEKCT

3
3

U IIPOBEPSIET, YTO BTOPAsi 4HaCTh OTKPHITOI'O TEKCTA COBMALAET C UACHTU(PUKATOPOM OTIPABUTES).

Jlnig xaxnaoro croco6a o0bsICHUTE, 00ECIIeYrBAET JIn OH TpeOyeMble CBOMCTBA (CEKPETHOCTH,
LIEJIOCTHOCTH, NoAnuHHOCTH)? Kakue u3 3tux cnocoOoB npeanoururenbHee? Kakue He IpUroHBI
JU1s1 ucnosib3oBanusi? [louemy?

2. HazoBure wus3BecTHple Bam pexumbl paboTbl OJ0YHBIX MMH(POB, MO3BOJIAIOIINE
00ecneunTh:

TOJIBKO CEKPETHOCTH COOOILECHHUIA;

TOJIKO MOJIJTMHHOCTH COOOIIEHUIA;

OJIHOBPEMEHHO CEKPETHOCTb U MOAIMHHOCTh COOOIIEHUH.

Kakue 13 3Tux pexMMOB CUMTAIOTCS TYUYIIMMHU 10 COOTHOIIEHUIO «CTOUKOCTH/CKOPOCTH)»?

3. Kakue pexxumbl anroputmos mugpposanus ['OCT 28147-89 u DES npeanoururensHee
UCIIONIB30BaTh Ui mK(poBaHUs MoJei 6a3bl JaHHBIX aBTOMATU3UPOBAHHONW O0aHKOBCKOW CHCTEMBI
C MHTEJUIEKTYaJIbHON KapTOYKOM, COAeprKalleil CBEICHHS O KIIMEHTaX (UIEHTU(PHUKATOPHI, OTKPHITHIC
KIIOYM, HOMEpa HWHTEUIEKTYaJIbHbIX KapTOYeK, COCTOSHUE CuYeTa, OTMETKa O BKJIIOYCHHH
MHTEJJIEKTYaJbHBIX KapTOUYEK B CTOI-JIUCT M T.X.), AOCTYIl K KOTOPOH OCYIIECTBIISETCS B PEXKUME
peaJIbHOTO BPEMEHHU, U odemy?

4. PaccmarpuBaeTcs cxema 3JEKTPOHHOM MOANHUCH C BOCCTAHOBJIIEHHEM COOOILEHUS U3
crangapra ISO/IEC 9796. Kakoli MmakcuMalibHOM JUTHHBI (B 0aiiTax) MOXKET OBITH COOOIICHHE, €CITU
Tpedyercs, YTOObI MOAMUCh UMeNa JIUHY 512 6uToB?

5. Kakue ¢GyHKIUM MOXET BBINOJHATH IIEHTP JOBEpPUS B IMPOTOKOJIAX paclpeaeiacHus
kioueii? [IpuBenure mpumMepsl.
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6. B uem pasHuLla MEXIy MOHATUSAMU: CIOCOObI PAaCIPOCTPAHEHUs KIIOYEH M MPOTOKOJIBI
pacrpeaeneHus Kirodei?

7. Onumure cxemy JI. Yoma co cieqylolmuMu napamerpaMu: OaHKHOTBI MMEIOT pPa3HOE
JIOCTOMHCTBO, CyMMa, OIUIauMBaeMas NpOAAaBIly, COCTaBiseT 7 pyOiei, MakcuMaibHas cyMmMa,
orlayrBaemasi okymnaresneMm, coctanisier 21 pyoib.

8. IlpuBenure NPOTOKONA KOH(PUIEHIMAIBHO pealU3yeMOll OIepaluu  YMHOXKECHHS
NEePEMEHHOI Ha KOHCTAHTY C MCIIOIb30BaHueM (7,n)-nioporoBoii cxemsl [llamupa.

9.IlpuBenure  mpuUMepsl  pealM3alUMUd  CHUCTEM  3AIMIIEHHOTO0  3JIEKTPOHHOI'O
JIOKYMEHTO000pOTa U 3alIUIIEHHON 3JIeKTPOHHON MOYTHI.

10. ITpuBeauTe mpUMEpPHl pealn3alud CUCTEM TUCTAHIMOHHOTO OAHKOBCKOTO OOCITY)KHMBAaHHS
U CHCTEMBI TUIaTexel mo OaHKOBCKMM KapTaM. Pacckaxute 06 OCHOBHBIX MojoxkeHusix CtaHaapTa
banka Poccuu CTO BP UBBC 1.0.

Ilpumepnvie 3a0anusa ona mecmuposanusn- nposepka cpopmuposannocmu komnemenyuu OIIK-
2, OIIK-4,0IIK-5

1. lomna kaova aaropurma DES:

a) 56 oum.
0) 48 Owur.

B) 512 owr.

2. KpunTocToiKoCTh — 3TO:

a) YCTOMYMBOCTH K BHEIIHUM U3TyYCHUSIM. .

0). cnocobrHocmb Kpunmozpahuuecko2o aieopumma nPomusoCmosmb KpUNmoaHaiusy
B) YCTOMUMBOCTb K ehopMaLiusIM.

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecnieyeHHe TN C UM ILTUHBI
6.1. Ciucok UCTOYHUKOB U JINTEPATYPHI
Hctounnku
OCHOBHBIE
1. @edepanvnuviii 3akon ot 27 uronst 2006 r. Nel49-d3 «O0 unpopmanuu, nHGOPMALIMOHHBIX
TEXHOJOTHSX W O 3amuTe uHPopmanum» [DIeKTpoHHBIH pecypc]: Pexum nocryma
http://www.consultant.ru/document/cons_doc LAW_ 61798/, ceo0oanbIi. — 3ari1. ¢ 3KpaHa.
2. @eoepanvusbiii 3axkon ot 27 wtons 2006 r. Nel52-D3 «O nmepcoHAIBHBIX JAaHHBIX» [Diek-
TPOHHBIN pecypc] : Pexum J0CTyIa :
http://www.consultant.ru/document/cons_doc LAW_ 61801/, ceo6oanbIN. — 3ariI. ¢ 3KpaHa.
3. ®@eodepanvusiii 3akon oT 6 ampenst 2011 r. Ne63-D3 «O0 351eKTPOHHON MOANKUCH [ DIIEKTPOH-
HBII pecypc] : Pexum JlocTyma :
http://www.consultant.ru/document/cons_doc LAW 112701/, cBobonHbI#. — 3ari. ¢ 3KkpaHa.
4. Deodepanvuviii 3akon oT 27 nexadps 2002 r. Nel84-d3 «O TEXHUUYECKOM PETYIUPOBAHUU
[D51eKTpOHHBII pecypc] : Pexxum JoCTyna
http://www.consultant.ru/document/cons_doc LAW 40241/, ceo6oanbIi. — 3ariI. ¢ 3KpaHa.

Jluteparypa
OCHOBHas
1. Meronbl u cpeAcTBa 3alIUTHI MPOTPAMMHOI0 obecriedeHus [DIEeKTPOHHBIN pecypc] : yueO.-
METOJI. KOMIUIEKC : JUIsl OakanaBpuara 1o HampasiieHuto noiarorosku 090900 Mudopmanu-
OHHasg 0e30macHOCTh : 1o mpodwuisaim: OpraHuszanus U TEXHOJOTHS 3aIlIUThl MH(pOpMAaLuH,
KommiekcHas 3ammra 00bexToB nHpopmaruzanuu / Munobpuayku Poccuu, denep. roc.
OrokeTHOE 00pa3oBatT. yupekIeHue Bhicil. mpod. obpa3oBanus "Poc. roc. rymMmaHUTapHBIHA
yu-1" (PTTY), Un-T nHdopman. Hayk u TexHOsOTUi 6e3onacHocTH, dak. nHpopmal. cuctem
n 6e3onacHoctH, Kad. kommnbrorepHoit 6e3omacHocTH ; [cocT.: Kazapun O. B. ; oTB. pen. A.
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A. TapacoB]. - DnexktpoH. maH. - Mocksa: PITVY, 2013. - 30 c. - Pexxum pgocrymna:
http://elib.lib.rsuh.ru/elib/000009341. - 3arn. ¢ skpana. - ISBN 978-5-7281-1789-6.

2. Kowmnnekcuas sawuma WHGOPMALMH B KOPIIOPATHUBHBIX cHUcTeMax : y4eb. mocobue / B.D.
[Hanbrun. — M. : U] «DOPYM» : UHOPA-M, 2017. — 592 c. — (Bricuiee obpa3oBanue:
bakanaBpwuar). - Pexxum gocryna: http://znanium.com/catalog/product/546679

3. Hlanveun B.®. 3amurta KoMnbloTepHOH HHpopMauuu. DddekTUBHBIE METOJBI U CPEACTBa
[DnexkTponnsblit pecypc] / B. @. lllansrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-
5-94074-518-1. - Pexxum poctyna: http://znanium.com/catalog/product/408107

6.2. Ilepeuenb pecypcoB MH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOU ceTu «MHTepHeT», HeoO-
XOJIUMBIH JJIsI OCBOCHUSI TUCIIUTLINHBI

Anpeca pecypcoB UHTEpHET

1. Anoxun M. M. Koncrnekt nekuuii kypca. BBeneHue B mMareMaTHdeckyro Kpunrorpaduioo /
Maremarnueckas Kpunrorpadus [DneKTpOHHBIH pecypc] /! Pexum JOCTyIa:
http://cryptography.ru/wp-content/uploads/2016/04/math_crypto_lecture notes.pdf.

2. Bapnosckuit H.II. Kypc nexumii mo maremarudeckoi Kpunrorpaguu [DIEKTpOHHBIN pe-
cypc]. — Pexxum noctyma: http://cryptography.ru/wp-content/uploads/2014/11/varn_lectures_long.pdf

3. Beenenue B kpuntorpaduto/ Ilox o6mr. pen. B.B. Amenko. [DnekTponnsiii pecypc|. — Pe-
KUM goctyna: http://nature.web.ru/db/msg.html?mid=1157083 &uri=book.html

4. Goldreich O. Foundations of cryptography. [OnexktponHsiii pecypc]. — Pexxum poctyna:
http://www.twirpx.com/file/493751/

6.3. [lepeuens b/ u UCC

Neni/mt Hanmenosanue
1 Mexnynapoansie pedeparuBHble Haykomerpuueckue bJl, mocTtymHbie B pamMkax
HaMoHaJILHOU moanucku B 2017 r.
Web of Science
Scopus
2 [Ipodeccuonanbupie monaHoTekcToBble BbJl, nocTymHble B pamKax HalMOHAJIbHOU

noanucku B 2017 r.
Kypnanst Oxford University Press
ProQuest Dissertation & Theses Global
SAGE Journals
Kypuainsr Taylor and Francis

3 KommnbroTrepHbie cripaBOYHBIE IPABOBBIE CUCTEMBI
Koncynprant Ilmtoc,
I"apanT

7. MaTtepuajbHO-TEXHHYECKOe o0ecrevdeHne 1 CUNIIIUHbI

Jl1g mpoBeieHus 3aHATUI HEOOXOAMMO CIIeayIolee MaTeprualbHO-TEXHUYECKoe 00ecreyeHue:

1) JIEKITMOHHBIN KIJIACC ¢ BUICOMPOCKTOPOM U KOMITBIOTEPOM, HA KOTOPOM JIOJDKHBI OBITH YCTa-
HOBJICHBI:

— munen3zuonnoe [10 MS Windows 7 u crapiue;

— muren3zuonHoe [10 MS Office 2010 (c o6s3aTenpHbIM HaTuuueM MS PowerPoint) u crapiie

2) KOMIIBIOTEPHBINA KJIacc, 00OPYIOBAHHBIH COBPEMEHHBIMH MEPCOHAIBHBIMU KOMITBIOTEpAMU
JUISL K&KJI0TO CTY/IEHTA C BBIXOJIOM B MHTEpHET. Ha KoMmbIoTepe JOKHBI ObITh YCTAHOBIICHBI:

— munen3zuonnoe [10 MS Windows 7 u crapie;

— murenzuonHoe [10 MS Office 2010 u crapie;

— IporpaMMHbIi runepsuzop Vmware Player;

— nemo-guctpuoytuBbl CK3U c caitta komnanuu «Kpunrollpoy.

Ilepeyens 11O
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Neno Haumenosanue 10 [TpousBoauTeh Crnioco6 pacripocTpaHeHHs
/m (MMIIEeH3MOHHOE MU CBOOOTHO
pacrpocTpaHseMoe)

1 Microsoft Office 2010 Microsoft JIMTICH3UOHHOC

2 Windows 7 Pro Microsoft JIMLIEH3UOHHOE

3 Microsoft Share Point 2010 | Microsoft JIMTIICH3UOHHOE

4 Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE

5 Windows 10 Pro Microsoft JIAICH3MOHHOE

6 Kaspersky Endpoint Security | Kaspersky JInuensznonunoe

7 Secret Net Studio 8.4 Konx 6e3onacHoctu Co6ogunoe I10,

Pexxum nocryna:
https://securitycode.ru
Jemo-Bepcus

8 Dallas Lock 8.0 Kondunent Co6ogunoe I10,
Pexum nocryna:
https://dallaslock.ru/
Jemo-Bepcus

9 Vmware Player 15.5 VMWare CsoGognoe I10,

Pexum nocrtyna:
https://www.vmware.com/prod
ucts/

Jemo-Bepcus

10 | nemo-auctpudyTusel CK3U1 | Kpunro-Ilpo Coboanoe [10,
«Kpunro-ITpo». Pexum nocrtyna:
https://www.cryptopro.ru/use
r?’destination=node%2F148

Jemo-Bepcust

Z[JISI MMPpOBCACHUA 3aHATHHN JICKIMOHHOI'O TUIIa MpEeAIaratoTCsa TCMaTUYCCKHUEC UIIIIOCTpAalliu B

dbopmare npezeHtaruii PowerPoint.

8. Obecneyenne 00pa3oBaTEJILHOIO NMPOLECCA AJIA JHUI ¢ OTPAHUYEHHBIMHA BO3MOKHOCTSI-
MH 310POBbSI

B X0[€ peajin3daiuu AUCHUILIMHBI UCITOJIB3YOTCA CIACAYIOIMNE JOIMOJIHUTCIIbHBIC
MCTOBI O6y‘l€HI/I${, TCKYLICTO KOHTPOJIA YCIICBACMOCTHU U HpOMCH(YTOHHOﬁ aTTeCTalnn 06}7‘13}0-
IHUXCA B 3aBUCUMOCTU OT UX MHAWBUAYAJIbHBIX OCOOCHHOCTCH:

® JJIsA CIICIIBIX U Cﬂa6OBI/II[$IH_[I/IXZ

— JICKIIUN O(l)OpMJISIIOTCH B BUAC BJICKTPOHHOT'O JOKYMCHTA, JOCTYITHOT'O C MOMOIIbIO KOMIIBIOTC-
pa co crenraaTu3upoOBaHHBIM IIPOrPAMMHBIM 00ECIICUCHUEM;

— NUCbMCHHBIC 3a/laHN A BBIMIOJIHAIOTCA Ha KOMIBIOTEPEC CO CICHHUAIIM3UPOBAHHLIM ITPOrpaMMHbBIM
o0ecrieyeHreM, T MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecrieunBaeTcst HHANBUIYabHOE paBHOMEpHOE ocBenieHue He meHee 300 nokc;

— JUTsl BBITIOJTHEHHUSI 3aJaHHsl MPH HEOOXOAMMOCTH MPEIOCTABIISCTCS YBEIMYUBAIOIIEE YCTPOWi-
CTBO, BO3MOXHO TaK>X€ HCIIOJIb30BaHHUC COOCTBEHHBIX YBCIMYHBAOIIUX YCTpOP'ICTB;

— MUChMEHHBIE 3a/IaHUS 0(OPMIISIOTCS YBEIIMYCHHBIM MIPUPTOM;
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—9K3aMEH M 3a4€T MPOBOIATCS B YCTHOW (pOpPME HMIIM BBINOJIHAIOTCS B MUCBMEHHOW (opme Ha
KOMIIBIOTEpE.

® JUIS TIIYXHUX U CIA0OCIBIIIAIINX:

— NeKuuu 0(hOPMIISIOTCS B BUAE JIEKTPOHHOTO TOKYMEHTA, THOO0 MPeaoCTaBIseTCsS 3BYKOYCHIIH-
Baloll[as anmnapaTypa HHAUBHAYAJIbHOTO MOJIb30BaHUS;

— MUChbMCHHBIE 3a[aHHSI BBITIOJHSIOTCS Ha KOMIIBIOTEPE B MUCEMEHHOU (hopme;

— 9K3aMeH U 3a4€T MPOBOASTCS B MUCHbMEHHOU (pOpMe Ha KOMITbIOTEpPE; BOZMOKHO MPOBE/ICHUE B
dbopme TecTUpOBaHUS.

e IS JIUI C HAPYLICHUSIMU OMOPHO-/IBUTaTEILHOTO anrmapara:

— JIeKIIMH 0hOPMIISIOTCS B BUE DJIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C MOMOIIBI0 KOMITbIOTE-
pa co CHenHMaIn3upOBAaHHBIM ITPOrPAMMHBIM 00€CIICUeHUEM;

— MUChbMEHHBIE 3aJJaHHsI BHITTOJIHAIOTCS Ha KOMIIBIOTEPE CO CIEMATU3UPOBAHHBIM MIPOTPaMMHBIM
00eCIICUCHHEM;

—9K3aMeH M 3a4€T MPOBOJATCSA B YCTHOH (hopMe MIIM BBIMIOJIHAIOTCS B MHUCBMEHHOU dopMe Ha
KOMIIBIOTEPE.

[Tpu HEOOXOMMMOCTH MpPEeAyCMaTPUBACTCS YBEIMUYEHUE BPEMEHH ISl IOATOTOBKU OTBETA.

[Tponienypa npoBeAeHUS MPOMEKYTOYHOM aTTeCTaMU Il 00YJaIOLINXCS YCTAaHABIIMBAETCS C
yu4€TOM HUX HUHAMBHUIYAJIbHBIX MCUXOPHU3NYECKUX ocobeHHocTeil. IIpoMexxyTrouHas arrectanus
MOET IMPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu mnpoBeneHUU NPOLEIYpPHl OICHUBAHHUS PE3yAbTaTOB OOyYEHHs MpelycMaTpUBAaeTCs
UCIIOJIb30BaHNE TEXHUYECKUX CPE/ICTB, HEOOXOIMMBIX B CBS3H C WHAWBUIYATbHBIMH OCOOCHHOCTSIMHU
oOyyaromuxcsi. OTH CpeACTBA MOTYT OBITh MPEAOCTaBICHBl YHUBEPCUTETOM, WM MOTYT
UCIIOJIb30BaThCsl COOCTBEHHbIE TEXHUUECKHUE CPEJICTBA.

[TpoBeaenue mporenypbl OLICHUBAHUS PE3YAbTaTOB 00yYEHUS JOMYCKAETCs C UCIIOJIb30BaHUEM
JTUCTAHIIMOHHBIX 00Pa30BATEIBHBIX TEXHOIOTHA.

OO6ecneunBaeTcs TOCTYN K MHPOPMAIMOHHBIM U OMOIMOrpaguveckuM pecypcaMm B cetu WH-
TEPHET I KaKIoro oOydaromierocs B (opMax, aJanTUPOBAHHBIX K OTPAHHYCHUSM HX 3JI0POBbS U
BOCTIpUATHS UH(POPMALIUU:

® JUIS CIENBIX ¥ CTA00BUISIINX:

— B IIeYaTHOU (popMe yBEIMUEHHBIM LIPUPTOM;
— B popMe JIEKTPOHHOTO TOKYMEHTA;

— B opMe ayauodaiina.

® JUIS TIYXHUX U CIa0OCTBIIIAIINX:

— B mieyaTHoOM (opwme;

— B (hopMe 3JIEKTPOHHOI'0 TIOKYMEHTA.

e s 00YYArOMIMXCS C HAPYLIEHUSIMU OTIOPHO-IBUTaTENIbHOTO anrmapara:
— B mieyaTHoOM (opwme;

— B (popMe 3JIEKTPOHHOI'O I0KYMEHTA;

— B (hopme ayauodaiina.

Y4eOHble ayJUTOPUH AJI BCEX BUJOB KOHTAKTHOW U CaMOCTOSATENbHON paboThl, HayuHas O6uo-
JMOTEKa U UHbIE TTOMEUICHUS AJisi 00y4YeHUs OCHAIIEHBI CIeIMATbHBIM 000pyI0BaHHEM U Y4eOHBIMU
MeCTaMH C TEXHUYECKUMHU CPEACTBAMH 00Y4IEHUSI:

® JUIS CIENBIX U cIa00BUIAIINX:

— YCTPOMCTBOM JiJIsl CKaHUpOBaHMs U uTeHus ¢ kamepoid SARA CE;

— mucruieem bpaiing PAC Mate 20;

— npunTepoM bpaiins EmBraille ViewPlus;

® JUIS TIIYXHUX U CIIA0OCIBIMIAIINX:

— aBTOMATHU3HPOBAHHBIM Pab0OYMM MECTOM ]IS JIFOJICH ¢ HapYIICHHEM ClyXa M CclabocIiblia-
IIHX;

— aKyCTUYECKUU YCUITUTEIb U KOJIOHKH;

e IS O0YYArOMIMXCS C HAPYLIEHUSIMU OTIOPHO-/IBUTaTEeNILHOTO anrmapara:
— HepeBUKHBIMU, PEryIUPYyeMbIMU dpronomuueckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOH CO CHEIHATIBHBIM IPOTPAMMHBIM 00€CIICUEHUEM.



17

9. MeToauvecKkue MaTepuaJibl

9.1. Ilmanpl MpaKTUYECKUX 3aHATUA. METOAUWYECKUE yKa3aHHS MO OpraHU3allMH U MPOBEJIe-
HUIO - nposepka chopmuposannocmu komnemenyuti OIIK-2, OIIK-4,0I1K-5

IIpakTnyeckoe 3ansitue 1 (4 4yaca). Ucropus kpunrorpadpuu. OCHOBHBbIE MOJIOKEHHS
kpunrtorpadumn (nposepka cghopmuposannocmu komnemenyuii OIIK-5)

Bonpocs! 11t usyueHus 1 00Cy X AeHUs:

Kpunrocunres u kpunroananu3. Kpunrorpaguueckas cuctema (IOACUCTEMbI LIMPPOBAHUSA,
UACHTU(DUKAIIMY, UMUTO3AILUTHI, JIEKTPOHHON noanucu). Kpunrorpapuueckuii nporokon. Kpun-
Torpadu4ecKuii IPUMHUTHB.

Kpunroananutux (mpoTuBHUK). KpunToaHaaIuTHK aKTUBHBIM U TACCUBHBIM.

Teoperuko-nuHpopMaMOHHAs CTOMKOCTh (COBEpIIeHHAas KpunTorpaduyeckas CTOUKOCTb, 0e3-
YCIJIOBHAsI CTOUKOCTb, IIEHHOHOBCKAsi CTOUKOCTH). TeOopeTHKO-CI0KHOCTHASL CTOMKOCTb.

OnektponHas noanuch. ludp, xmou, ludposanue/nemmdpopanue. [udprexcr (kpumro-
rpamMma). Kpunrorpagpuueckast cuctema ¢ CeKpeTHbIM KitouoM. biounast kpunrocucrema. [lotou-
Has kpunrocucrema. Kpunrorpaguueckas cuctema ¢ OTKpbITBIM KitouoM. Mimutozamura. Crerano-
rpacus.

Ponp u MecTo kpuntorpagMueckux METOJOB B 3aIIUTE COBPEMEHHBIX MH(POPMALMOHHBIX CH-
CTEM.

KonTtponbHbIE BOIIPOCHL:

1. OnummTe B3aMMOCBA3b KPUNTOrpauy U KPUITOJIOTMH M MX OCHOBHBIX COCTAaBJISIONINX JTUC-
[UTLTUH.

2. llpuBenute mpUMEpPbl  KPUNTOrpapUUECKHMX CHCTEM C  CEKPETHBIM  KIIIOUYOM
U KpUNTOTpahUuIeCKUX CUCTEM C OTKPBITHIM KIIFOUOM.

3. OnummuTe TpeOOBaHUSA, KOTOPBIE TOJKHBI ObITh IPEIBSIBICHBI K KPUNITOIpahUIECKUM CUCTE-
MaM.

4. BoimonuuTe Kiaccu(PUKAIMIO OCHOBHBIX BHIOB aTaK KpPUNTOAHAJIMTHKA (IIPOTMBHUKA) Ha
KpUNTOrpauuecKue CUCTEMBI.

5. JlaiiTe ompeneneHuss TEOPETHUYECKOW U MPAKTUYECKOW CTOMKOCTH KPUNTOrpadUyECKUX CH-
CTEM M MOSICHUTE UX Pa3JIMYHUs.

6. B uem otiinumne kpunrorpaduu ot creranorpadguu? [Ipuseaure npumepsl.

CHuCoK JIUTepaTyphl:
[IpuBenén B n. 6 nannou PIT/]

Mamepuanvno-mexnuueckoe obecneuenHue npaKmuyecKko20 3anHAmus: ayauTopus, OCHaIlEHHAs
IPE3EHTAllMOHHON TEXHUKOU (IPOEKTOp, 3KpaH, KOMIBIOTEp/HOYTOYK). KommnbroTepsl 1o Kojauye-
cTBY oOyuaromuxcs ¢ pazsépuyroit OC MS Windows, BupTyanbHoii MmamnHoit VMPlayer

IIpakTyeckoe 3ansitue 2 (4 4yaca). ba3oBble kpunrorpaguyecKkue MeTOAbI M CXeMbI
Kpunrtorpaguyeckoii 3amuTbhl HWHGOpMAUMHU (nposepka cHOpMUPOBAHHOCMU KOMNEMmeHYull
OIlIK-4,0IIK-5)

Bomnpocs! 11g nu3ydeHust u 00CyxIeHus:

1. Kpunrocucrembl ¢ CEKpPETHBIM KJIIOYOM, aTaKH Ha KPUITOCHUCTEMBI C CEKPETHBIM KIIFOUOM.
Kpuntocucremsl ¢ OTKPBITBIM KJIIOYOM, OTKPBITOE pacipenencHue kiutoueil Juddu-Xennmana, ata-
KU Ha KPUIITOCUCTEMBI C OTKPBITHIM KiItouoM. dopmanbHOE onpeieneHne TeOpEeTUIECKON U MTPaKTH-
YECKOM CTOMKOCTH KpUNITOTrPA(PUUECKUX CHCTEM.

2. CxeMbl 3JIEKTPOHHOM MOANHUCH. ATaKU U yrpo3bl A CXEM 3JIEKTpOHHOM noanucu. [Ipumepst
cxeM anekTpoHHoi noanucu: RSA, Dnb-I"amans, @uara-Illamupa, [lnoppa, 'OCT P 34.10-2012.
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3. Kpunrorpaduuecku croiikue x3m-QpyHKIuu. MeToasl moucKa KOJUTM3uil. MeToabl 3alluTh
oT moucka koyumsuit. Xom-¢pyakuuu P.PuBecra 1 MKKTT X.509.

4. DneMeHThl TEOPUH BBIYMCIUTENIBHON clI0KHOCTU. OHOCTOPOHHUE (PYHKIMHM U (YHKLIHMU C
cekperoM. IlceBnociyualinple reHepaTopbl. VIHTEpakTUBHBIE CUCTEMBI J10Ka3aTEIbCTB U HMHTEPAK-
TUBHBIE CUCTEMBI JJOKA3aTEJIbCTB C HYJIEBBIM pasriameHueM. CXeMbl ¢ COKPBITHEM CBUAETEIbCTBA U
C HEpa3JIMYMMbIMU CBUAETEIbCTBAMH.

5. Cxemsl BeposiTHOCTHOrO 1mn¢poBanus. Cxema ["ongsaccep-Mukanu.

6. PazHoBHIHOCTH cXeM 31eKTpoHHOM noanucH. CxeMbl KOHPUACHIHAIbHON noanucu. CXembl
rpynnosoi noanucu. CxeMsl MyabTUIOANUCH. CXEMBI 3aTEMHEHHON NOANUCH. CXEMBI OAIHUCH VIS
MHTEJJIEKTYyaJbHBIX KapToueK. CxeMbl noanucu Buja «opd-naitt/on-nainy». (n,f)-oporoBble CXeMbl
nognucu. IIpouenypsl apoutpaxa B cXxemax 3J1€KTPOHHON MOIHCH.

7. Ilpuxnannple cxembl MHTEpakTUBHOHN ayreHTU(ukanuu. Cxemsl lHoppa, ®@uara-Illamupa,
['mitro-Kuckarepa.

KoHTponbHbIE BONIPOCHL:

1. MaremaTH4ecky ONULINTE KPUNTOIpaUUECKUE CUCTEMBI C CEKPETHBIM M OTKPBITHIM KJIIOUa-
MU, CXEMBI JIEKTPOHHON MOIIHUCH.

2. Maiite (hopMabHbIE ONPEEIICHUS OJJHOCTOPOHHEH QYHKIIMU U (PYHKLIUU C CEKPETOM.

3. Jlaiite (hopmasibHOE ONpeieNeHne CeBJOCTYyYaiiHOMY TeHepaTopy.

4. OnummTe CBOMCTBA MOJHOTHI, KOPPEKTHOCTU U HYJIEBOTO PA3IJIAIIECHUs 1 UHTEPAKTUBHBIX
CHUCTEM JIOKa3aTeNIbCTB C HYJIEBBIM Pa3IilalllEHUEM.

5. [louemy cxema uMHTEpakTUBHOHN ayreHTU(uKauuu IIIHOppa sBisieTcs cXeMOH C COKpPBITHEM
CBUJICTEIBCTBA, & HE CUCTEMOM J0KA3aTENIbCTBA C HYJIEBBIM Pas3rilalleHueM?

Cnucok JuTepaTyphl:
[IpuBenén B 1. 6 nannou PI1/]

Mamepuanvno-mexnuueckoe obecneuenue NPaKMu4ecKo20 3aHamus: ayIuTOPHsl, OCHALICHHAs
IPE3EHTAllMOHHON TEXHUKOW (IPOEKTOp, 3KpaH, KOMIBIOTEp/HOYTOYK). KommnbroTepsl 1o Kojauye-
cTBY oOyuaromuxcs ¢ pazpépuyroit OC MS Windows, BupTyanbHoii MmamnHoit VMPlayer

IIpakTuyeckoe 3ansitue 3 (4 yaca). Kpunrorpadpuueckne npoTokoasl (nposepka copmu-
posannocmu komnemenyuti OIIK-2, OIIK-4)

Bonpocs! 11t usyueHus 1 00Cy X IeHUs:

1. OcHOBBI TeopuM KpunTorpapuueckux nporokosnoB. CBoOCTBa U OCHOBHbIE TapaMeTPhl KPHUII-
TOrpapuuecKuX MPOTOKOJIOB.

2. Knaccugukaius OCHOBHBIX BHJIOB aTaKk Ha KpUNTOrpapuuecKue NpoTOKOJIbI.

3. IlpoTokonsl ayreHTuduxanuu. TpeOoBaHus K IpoTokojsaM ayreHTUukauuu. I[laponbhas
ayTeHTU(UKaLUs (IPOTOKOJIBI ¢ PUKCUPOBAHHBIMU MApPOJIIMHU, POTOKOJIBI C OJHOPA30BBIMU Mapo-
asmu). [IpoTokoBl THIIA «3aIIPOC — OTBET» (OJJHOCTOPOHHSS ayTeHTU(UKAIMSA, OCHOBAaHHAs HA MET-
K€ BPEMEHHU, OJTHOCTOPOHHSISI ayTeHTU(UKALUSA C UCIOJIb30BAHUEM CITy4alHBIX YHMCEN, IPOTOKOJIBI C
MCIIOJIb30BAaHUEM ACUMMETPUYHBIX KPUITOCUCTEM, MPOTOKOJIBI C HCIOJIB30BAHUEM 3JIEKTPOHHOU
nognucu). [IpoTokossl ayTeHTH(UKALMN, OCHOBAHHbIE HA MCIIOJIb30BAaHUM WHTEPAKTHUBHBIX CUCTEM
JI0Ka3aTeNIbCTB C HYJIEBBIM pa3IIallicHUEM 3HaHMSL.

4. IIpotokonsl pacnpeneneHus kiaoded. Cdepbl NpUMEHEHUS NPOTOKOJIOB paclpelesIeHus
kiroueil. Knaccuduxamnus npotokoioB pacnpeaeneHus kitoueil. [IpoTokossl, OCHOBaHHbBIE HA KpUII-
TOCHCTEMAaX C CEKpETHBIM KJIIOUOM. [IpoToKonbI pacnpenencHus KIro4eld, OCHOBAHHBIX Ha KPHUIITO-
CUCTEMAX C OTKPBITHIM KJIFOUOM.

5. bankoBckue kpunrorpaguueckue IpoTOKOJIbl. DIEKTPOHHBIE MOHETHI U NEPEBOAMMBIE DJICK-
TPOHHBIE MOHETBI. DJIEKTPOHHBIA OYMa)KHUK. DJIEKTPOHHbIE TJIATEXKHU.

KoHTponbHbIE BOIIPOCHL:
1. KakoBbl OCHOBHBIE CBOWCTBA KpUNTOrpaMuecKoi CUCTEMBl U KpUITOrpapuuecKoro mpoTo-
kona? Yro Takoe miar, payHJl ¥ CEaHC B KpUIITOrpapuuecKoM IPOTOKOJIE?
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2. B uem 3akitouaroTcsi CBOMCTBA MOJHOTHI M KOPPEKTHOCTH MHTEPAKTUBHOIO JOKA3aTeNIbCTBA?

3. B ueMm oTiMuYMe MHTEPAKTUBHBIX CUCTEM JI0KA3aTEJILCTBA C HYJIEBBIM pasrilalllcHUEM 3HAHUS
OT MHTEPAKTUBHBIX CUCTEM JlI0OKa3aTenbCcTBa? COXpaHIETCs JIM CBOMCTBO HYJIEBOTO Pa3riiallieHUs Mpu
MOCJIEIOBATEILHOM U MapajuIeIbHOM BBITTOJIHEHUH POTOKOJIOB?

4. Yto moHMMAETCs MOJI KOMIIpOMeTanuei kpunrorpadguieckoro nporokona? [Ipusenure npu-
MEpBI:

aTaKu 10 U3BECTHBIM KJIIOUYaM;

CJIIOBAPHOM aTaKH.

5. IlpoBenuTe CpaBHEHHE MPOTOKOJOB ayTCHTHU(PUKAIMKM, OCHOBAHHBIX Ha JIOKA3aTEIbCTBAX C
HyJeBbIM pasriameHuem 3Hanus (®Puata — Hlamupa, ['nitro-Kuckarepa, [lIHoppa), o cienyrommm
napaMeTpaM: BbIYUCIUTEIbHOM CIIOKHOCTU MPOTOKOJA JJIsl JOKA3bIBAIOIIETO U MPOBEPSIOIIETO, KO-
JUYECTBY NE€peIaBaeMbIX OAMTOB JaHHBIX, TOMOJHUTEILHOMN MaMsaTH, HeoOxoaumon P u V. Cuenaii-
T€ BBIBOJ O CpaBHUTEIbHOH 3 dexTuBHOCTH MpoTOKOoJ0B. (HeoOxoaumple mapaMeTpsl BhIOEpUTE
CaMOCTOSTEIIBHO. )

6. Kak mpeoOpazoBars npoTtokos ayreHTrdukaruu [IIHoppa B cxeMmy mudpoBoi Moamucu?

CHuCoK JIuTepaTyphl:
[IpuBenén B n. 6 nannou PIT/]

Mamepuanvno-mexnuueckoe obecneuenue NPaKMu4ecKo20 3aHamus: ayIuTOPHsl, OCHALICHHAs
IPE3EHTAllMOHHON TEXHUKOU (TMPOEKTOp, 3KpaH, KOMIBIOTEp/HOYTOYK). KommbroTepsl 1o Kojauye-
cTBY oOyuaromuxcs ¢ pazsépuyroit OC MS Windows, BupTyansHoii MmamnHoit VMPlayer

IIpakTuyeckoe 3ansitue 4 (4 yaca). HopmaTtuBHbIe aKThl, perjiaMeHTHPYIOIIUE J1esi-
TeJbHOCTh B 00J1aCTH KpUNTorpaguyeckoi 3amutbl mnHGoOpMaUu (nposepka chopmuposanHo-
cmu komnemenyuti OI1K-5)

Bonpocwt ons uzyuenus u obcyscoenus:

1. ®enepanbublie 3akoHb PO «O06 nHpopmanny, HHPOPMALIMOHHBIX TEXHOJIOTUAX U O 3allU-
Te nHpopmanumn», «O MepcoHaIbHBIX JaHHBIX», «O0 37eKTpOoHHON moanucu», «O TEXHUYECKOM pe-
TYJTHUPOBAHUM.

2. ITocranoBnenue IlpaButensctBa Poccuiickoit ®enepanum ot 23 centssOps 2002 roma
Ne691 «O06 yTBepKIeHUU MOTOKEHHUM O JIMIIEH3UPOBAHUU OTAEIBHBIX BUOB ACSITEIHHOCTH, CBSI3aH-
HBIX ¢ MUPPOBATHHBIME (KPUNITOTPAPUISCKUMHU) CPEACTBAMU .

3. [lonoxenue o pa3paboTKe, MPOU3BOJICTBE, peaTU3aAlMU U SKCIUTyaTalluu MU(POBaTbHBIX
(kpunrorpaduuecknx) cpeacts 3amuTbl nHGopmanuu ([Tonoxenue 11K3-2005), yrB. [Ipukazom J{u-
pextopa ®Cb Poccun ot 09 despans 2005 rona Ne66.

4. OteuectBennbie (kpunrorpaduueckue) 'OCTwr: ['OCT 28147-89, T'OCT P 34.10-2012
ul'OCT P 34.11-2012, ’'OCT P 34.12-2015, I'OCT P 34.13-2015.

Buvinonnenue 3a0anus:

B xome mpaktmueckoil pabOTBI UMUTHUPYETCS MPOIecC CepTU(UKANNH W IKCIUTyaTalHH
cpenctB kpunrorpaduyeckoir 3amutel uHbopmanuu (CK3H), peanuzoBaHHBIX B COOTBETCTBHH
c'OCT T'OCT 28147-89, T'OCT P 34.10-2012, TOCT P 34.11-2012, T'OCT P 34.12-2015,
I'OCT P 34.13-2015 u paccmaTpuBaeTcs MakeT JOKYMEHTOB, HEOOXOIUMBIN I cepTUdUKauu 1
skcruryaTanun CK3U u cobetBenHo ceprudukar coorBeTcTBust CK3M HOpMaTUBHBIM TOKyMEHTaM
/v TY.

KoumponvHule gonpocuwi:

1. IlpuBeaute ocHOBHBIE MONOXeHUS DeaepanbHbIX 3ak0HOB PO «O6 undopmaruu, undop-
MAI[MOHHBIX TEXHOJIOTUSX U O 3aiuTe nHpopMauuny, «O MepcoHaNbHBIX JaHHBIXY», «O0 IIEKTPOH-
HOI moanucu», «O TEXHUYECKOM PETYJIMPOBAHUMY B YACTU KPUNTOTrpadUUECKON 3aIlUThl HHPOpMa-
U U.

2. OnumuTe CTPYKTYpy U OCHOBHBIE QYHKIHUH Y IOCTOBEPSIOLIETO IIEHTPAa B COOTBETCTBUU
noJyiokeHussMu PeepabHOTo 3aKkoHa «O0 3JEKTPOHHOMN MOAMHCH.
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3. Pacckaxkute 00 OCHOBHBIX THUIIaX 3JIEKTPOHHON MOANNCH, HA3HAYEHUH, CTPYKTYpE U MOJIAX
CEepTU(PHUKATOB OTKPBITBIX KIOYEH B COOTBETCTBMM MHooXeHusMu DenepasbHOro 3akoHa
«O0 37EKTPOHHOU MOIITUCKY.

4. OnummuTe OCHOBHBIE 3Tambl cepTuukanuu M 3kcrmyaraunn CK3M B coorBercTBUN
¢ nonoxenuem [1K3-2005.

5. OnuuuTe ocHOBHBIE NOJA cepTUduKaTa coorBeTcTBUs Ha CK3MU, peannzoBaHHbIE B COOT-
BerctBun  ['OCT 28147-89, T'OCT P 34.10-2012, 'OCT P 34.11-2012, T'OCT P 34.12-2015,
I'OCT P 34.13-2015.

Crnucok nuTepaTypsl:
[IpuBenén B n. 6 gannou PIIJ]

MamepuanbHo-mexnuyeckoe  obecneuenue  NPAKMUYECKO20 — 3auAmMus.  ayJUTOpHS,
OCHAII[EHHAsI IPE3EHTAllMOHHON TEXHUKOHN (IIPOEKTOp, 3KpaH, KOMIIbIOTEp/HOYTOYK). KoMmbroTepsl
Mo KoJIMYecTBy oOyuarommuxcs ¢ pa3épuyroir OC MS Windows, BUpTyanbHOW MamIWMHON
VMPlayer.

IIpakTuyeckoe 3ansitue S (6 yacoB). CpencrBa u ycjayru B 00JacTH Kpunrorpapuue-
cKoii 3ammThl MHGOPMAaLUH, NIPeACTABJICHHbIe HA 0Te4eCTBEHHOM PbIHKe (1nposepka cghopmu-
posannocmu komnemenyuti OIIK-2, OIIK-5)

Bonpocwet ons uzyuenus u oocyscoenus:

1. Poccuiickue opraHu3anuu, OCYLIECTBISIOIINE IEATEIbHOCTh B 00JACTH KpunTorpaduye-
CKOM 3aIIMTHI HHQOPMAIIUH.

2. JInneiika npoaykroB «Kpunrollpoy, ntunelika npoaykros «Secret Disk», «TrueCrypt»

3. 3ammineHHbpId a0OHEHTCKUI MYHKT CHCTeMbl «ATimacy (u3genue M-468P). Pemenus
OI'VII «HTL «Atnac» o co3ganuto 3auiuiieHHbIx (10 knacca AK3) aBToMaTH3UPOBAHHBIX CUCTEM
Ha Tiatpopme MalkpocodT.

4. CK3U1 «Kpunro B/I».

5. JIpyrue npoAyKThl U YCIYTH B 00J1aCTH KpUNTOrpadudeckoil 3aiuThl HHGHOPMALIUH.

Buvinonnenue 3aoanus:

B xoxe mpakTudeckoil pabOThI OCYIIECTBIsETCS MoiydeHue aemo-auctpudyruBa CK3U
c caiita komnanuii «Kpuntollpo», BBINOJIHEHHE YCTAaHOBKM U peaJn3alisi OCHOBHBIX (DYHKLIMH
CK3U.

Konmponvhuvle 6onpocuwi:
1. HazoBute ocHOBHBIE (pyHKIMHU cymecTByromux CK3U, mpencraBieHHbIX Ha OTEYECTBEH-
HOM DBIHKE NMPOJYKLUHU U YCIYT B 00J1aCTH KPUITOTpapUueCKon 3aluThl HH(OPMALIHH.
2. Kakue ¢pynkuuu 6e3onacHoCTH peanusyrores cymectyroummu CK3U:
e oOecrneueHHe KOHPHUICHIIMATBHOCTH;
e oOecrnieyeHHE LEIIOCTHOCTH;
e ayreHTUUKAIKSI HHPOPMAIIHH;
® ayTeHTU(UKAUS [0JIb30BaATENEH.
3. Haiitu B cetu Murepner CK3U, He npencraBnenHble B BlleykazaHHoOM crnucke CK3U,
OIKCaTh €ro Ha3HAYCHHE U OCHOBHBIE (DYHKIIHH.

Aodpeca pecypcos Unmepnem:
1. Uudopmanust u nporpammuoe obOecrieduenue ¢ caiitoB komnanui OOO «Kpunrollpoy,
3A0 HUII «Mudopm3zamuray u ap..

CnucoK JIuTepaTyphl:
[IpuBenén B n. 6 nannou PI1/]
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Mamepuanvno-mexnuueckoe — obecneuenue  NPAKMUYECKO20 — 3aHAMUA: — AyTUTOPHI,
OCHAIIlEHHAas] IPE3EHTAllMOHHON TEeXHUKOH (MPOEKTOp, IKpaH, KOMIbIOTEP/HOYTOYK). KommbroTepsl
no KonuuecTBy oOydaromuxcs ¢ pasBépHyroi OC MS Windows, BupTyalbHONH MalIMHON
VMPlayer, nemo-auctpudytussl CK3U «Kpunto-ITpo».
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Ipunoowcenue 1
AHHOTALIUS JMCHUTIJIUHBI

Jucuumnnza «Kpunrorpaguueckue MeToIbl 3alUThl HHPOPMALUNy) peaau3yeTcs Ha (akylib-
TeTe UHPOPMAIIMOHHBIX CUCTEM U O€30MACHOCTH Kapeapoil KOMIIJIEKCHOM 3aliuThl HH()OPMALIHH.

Lenp OUCHUIUIMHBL: MOJIyY€HHUE OCHOBHBIX 3HAaHMM 00 MCIONB30BAaHUM KPUNTOrpapUUECKUX
METOJOB JUIsl 3alllUThl MH(pOpMaLUU NpU €€ XpaHEHUH, 0O0pabOTKe M JUCTAHIIMOHHOW meperaue
JIEKTPOHHBIX JJAHHBIX.

3ajauu: OBJIA/IEHUE CTYAEHTAaMHM OCHOBHBIMU KPHUNTOTPaQUUECKUMH MOHATUAMHU, YMEHHUE CTY-
JICHTaMU: pelaTh TUIIOBbIE KPUNITOTrpaguuecKue 3aaaun, BOCTpeOOBaHHbIE IPAKTUKOM; paboTaTh CO
CrielManbHOM Kpunrorpadguyeckoil JUTepaTypoil U HOPMAaTHBHBIMM JIOKYMEHTAMHU; HCIOJIb30BATh
HOJIy4EeHHbIE 3HAHUS JUIsl peLIeHUs TPUKIIAJAHBIX 3a/1a4 COBPEMEHHOM Kpunrorpapuu.

JucuuminHa HanpaieHa Ha (OpMUPOBAHUE CIEAYIOLUIMX KOMIIETEHIINH:

OIIK-2 — cnocoOHOCTBIO NPUMEHATh COOTBETCTBYIOIMN MaTeMaTUYECKUN anmapar aJis pelie-
HUS IpOo(eCcCUOHAIBHBIX 3a7au;

OIIK-4 — cnocoOHOCTHIO TOHMMATh 3HaYEHHE MH(OPMALMU B Pa3BUTUU COBPEMEHHOIO 0Olie-
CTBa, IPUMEHATh HH(POPMALIMOHHbBIE TEXHOJIOTUH JUIs TOUCKA U 00paboTKU MH(OpMAaIIH;

OIIK-5 — cnocoOHOCTBIO HMCIIOJIb30BaTh HOPMATUBHBIE MPABOBbIE aKThl B IPOQGECCHOHATBHON
NeSITeIbHOCTH.

B pesynbrare 0CBOEHMS AMUCLUILIMHBI 0OYy4YaIOUIMICA AOKEH AEMOHCTPUPOBATH CIENYHOIUE
pe3ynbTaThl 00pa30BaHUs:

3HATh:

MaTeMaTUYeCKHUEe MOJIEIN KOJMPOBAHUS CUCTEM MH(pOpManuy;

OCHOBHBIE MOJIENIN, METObI U CPEACTBA KPUNITOTpaUUECKON 3a1UThl HH(OPMaLUK;

YMETh!

pemaTh TUIIOBbIE KpUnTOrpaduuecKue 3a1a4u 3aluThl HHQOpMaIIHY;

IPUMEHATh HH(POPMALIMOHHbIE TEXHOJIOTUH JUIsl TIOUCKA U 00paboTKH UH(OpMaIIH;

BIIAJICTh:

HaBBIKAMU IOMCKA HY)KHOM HH(pOpMaMK B HOPMATUBHBIX 0a3aX U MCTOYHMKAX;

HaBbIKAMH SKCILIyaTalluyd KPUIITOrpapUueCKUX MPOTOKOJIOB M CXEM, MOIYYMBIIHUX LIMPOKOE
IPUMEHEHHE B KAaU€CTBE MHCTPYMEHTApHsl B CUCTEMAX 3JIEKTPOHHBIX IJIATEKEH U CUCTEM AJIEKTPOH-
HOT'0 IOKyMEHTO00O0pOTa;

METOJaMH CHUHTE€3a U aHaIM3a KpUNTOrpapUuecKux CUCTEM U MPOTOKOJIOB, ClIOCOOaMH pelle-
HUS Kpunrorpaduyeckux 3afad 3aliuThl MHGOpMAlMM B pa3iIMuYHBIX cepax yeroBeUECKOU Jes-
TEJIBHOCTH.

Paboueit nporpaMMoii npenycMOTpeHs! CIeAYIOIe BUIbl KOHTPOJISA: TEKYLIHH KOHTPOJIb ycIie-
BAaeMOCTH B (hopMe ompoca, KOHTPOJIbHON padoThl, pedepaTa, TECTUPOBAHMS, IPOMEXKYTOUHAs aTTe-
cTauus B popMme 3K3aMeHa.

OO6m1ast TpyA0€MKOCTh OCBOCHHSI TUCIMILIMHBI COCTABIISIET 3 3aueTHbIe euHuIlbI, 108 yacos.
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JIUCT UBMEHEHUM

Ipunoowcenue 2

No | Texkcr akTyanuzanuu uiau npuiaraeMbii Kk PI1J] nokymenr, Hara Ne nipoTo-
COJIEPIKAINI U3MEHEHHUS KoJIa

1 | Obnosnen cocmas npoepammnozo obecneuenus (110), co- 29.06.2017. 10
8peMeHHbIX npogeccuonanvrvlx 6a3z oannwix (B/]) u un-
dopmayuonno-cnpasounvie cucmem (MCC)

2 | ObHosnen cocmas npoepammnozo obecnevenus (110), co- | 26.06.2018 e.. 11
BPEMEHHBIX NpogheccuoHanvHulx 6a3 Oauuvix (B/) u umn-
dopmayuonno-cnpasounvie cucmem (MCC)

3 | Obnosnen cocmas npoepammnozo odecnevenusn (I110), co- | 29.08.2019 2 1
B8peMeHHbIX npogheccuonanvHuvlx 6a3 oauuvix (B/) u umn-
dopmayuonno-cnpasounvie cucmem (MCC)

4 | Obnosrena cmpykmypa oucyuniunvl (Mooyas) oas oywou | 23.06.2020 14
dopmvr 006yuenus (2020 2.)

5 | Obnosnena ocnosnas u donornumenvHas iumepamypa 23.06.2020 14

6 | Obnosnen pazoen n.4 ObpasosamenvHvle MEXHOI02UU 23.06.2020 14

7 | Obnosnen cocmag npoepammuozo obecnevenus (I110), co- | 23.06.2020 14
B8peMeHHbIX npogheccuonanvHuvlx 6as oauuvix (B/) u umn-
dopmayuonno-cnpasounvie cucmem (MCC)
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IIpunoxenue 1
K JIUCTY U3MEHEHUN

1. CoctraB nporpammuoro odecnedyenus (IIO), coBpeMeHHBIX npodeccCHOHATBHBIX 0a3
nanHbIX (b/1) u undopmaunonno-cnpaBounbie cucrem (MCC) (2017 r.)
Ilepeyens 11O

Tabnuya 1
Neni/mt HaunmenoBanwue 10 [TpousBoauTenh Crnioco6 pacripocTpaHeHUS
(tuyenzuonnoe unu c600600-
HO pACnpoCmpaHsiemoe)
1 MicrosoftOffice 2013 Microsoft JINLIEH3MOHHOE
2 Windows XP Microsoft JIUIEH3UOHHOE
3 KasperskyEndpointSecurity Kaspersky JINLIEH3MOHHOE
4 OC «AnbsT O6pazoBaHue» 8 000 «bazanbT | JULEH3UOHHOE
CIIO
Ilepeuens B/l u UCC
Tabnuya 2
Norr/mt Haumenosanue

Mexnynapoansie pedeparuBabie HaykomeTpuueckue bJl, nocTynHbie B pamMkax
HalMoHaJILHOU moanucku B 2017 r.
Web of Science
Scopus

[Ipodeccrnonanbubie noaHoTekcToBble b/, oCTynHBIE B paMKax HallMOHAJIbHON
noanucku B 2017 r.
Kypnanst Oxford University Press

KomnproTepHble CIpaBOYHbIE IPABOBBIE CUCTEMBI
Koncynsrant Ilmtoc,
l'apanT

Cocrasutens: K.1.1H, nomenr, A.C. MoasgkoB
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[Tpunoxxenue 2
K JIUCTY U3MEHEHUH

2. CoctaB nporpammuoro obecneuyeHus (I10), coBpemeHHbIX NPOdecCHOHATBHBIX 0a3 1aH-
HbIX (B/l) 1 undopmanuonno-cnpaBounsie cucrem (MCC) (2018 r.)

Ilepeyens 11O
Tabauya 1

Nen Haumenosanue [10 ITpoussBonurens | Crnocod pacnpocTpaHEHUs

/m (ruyernsuonnoe unu c600600-

HO pacnpocmpaHsemoe)
1 Adobe Master Collection CS4 Adobe JIMIEH3NOHHOE
2 Microsoft Office 2010 Microsoft JIMIICH3UOHHOE
3 Windows 7 Pro Microsoft JINIEH3NOHHOE
4 AutoCAD 2010 Student Autodesk cBOOOZIHO pacIpocTpaHsie-
MO€
5 Archicad 21 Rus Student Graphisoft cBOOOZIHO pacIpocTpaHsie-
MO€
6 SPSS Statisctics 22 IBM JINICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIMIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JINICH3UOHHOE
10 OC «AnbT O6pazoBanue» 8 00O «ba3aybT | TULIEH3UOHHOE
CIIO
11 Microsoft Office 2013 Microsoft JIMIEH3NOHHOE
12 Windows 10 Pro Microsoft JIMIIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMLEH3UOHHOE
Ilepeuyens B/l u UCC
Tabnuya 2

Nor/mm HanmenoBanne

HAIIMOHAJIBHOM moamucku B 2018 T.
Web of Science
Scopus

Mexnynaponnele pedepaTHBHbIE HAyKOMETPHUYECKHE

bJI, nmocrynHbie B pamkax

moamucku B 2018 T.

SAGE Journals
Kypnans! Taylor and Francis

[Tpodeccuonanvupie monHOTeKCTOBbIE bBJl, mOCTymHBIE B paMKax HalMOHAIBHOM

Kypuaner Cambridge University Press
ProQuest Dissertation & Theses Global

DJEeKTpOHHBIEC W3/IaHUs U3JaTeNbCTBA Springer

JSTOR

[Ipodeccuonanbubie noaHoTeKCTOBBIE b1

W3nanus no oO1ECTBEHHBIM U TYMaHUTAPHBIM HayKaM

Koncynsrant Ilmtoc,
l'apanT

KOMHBIOTCpHBIC CIIPABOYHBIC ITPABOBBIC CUCTCMBbI

Cocrasutens: K.1.1H, noenr, A.C. MoasgkoB
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[Tpunoxxenue 3
K JINCTY U3MEHEHUI

3. CocraB nporpammHuoro odecnevenusi (I10), coBpeMeHHbIX Npo¢ecCHOHATBHBIX 0a3 TaH-
HbIX (b/]) 1 undopmannonno-cnpaBounsie cucrem (MCC) (2019 r.)

Ilepeyens I1O
Nenr Haumenosanue 110 [TpousBoauTENH Crnioco6 pacrpocTpane-
/n HUS (TUYeH3UOHHOe Ul
€c80000HO pacnpocmpa-
Hsemoe)
1 Adobe Master Collection CS4 Adobe JIMIEH3UOHHOE
2 Microsoft Office 2010 Microsoft JINIICH3UOHHOE
3 Windows 7 Pro Microsoft JIMIEH3NOHHOE
4 AutoCAD 2010 Student Autodesk cBOOOIHO  pacrmpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft cBOOOIHO  pacrpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JINIICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JINIIEH3UOHHOE
8 SPSS Statisctics 25 IBM JINIEH3NOHHOE
9 Microsoft Office 2013 Microsoft JINICH3UOHHOE
10 | OC «Anbt OGpa3zoBanue» 8 000 «bazanpt CI1O | TULIEH3UOHHOE
11 Microsoft Office 2013 Microsoft JINIIEH3UOHHOE
12 | Windows 10 Pro Microsoft JINIEH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIUIIEH3UOHHOE
14 | Microsoft Office 2016 Microsoft JINIIEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIMIEH3NOHHOE
16 | Adobe Creative Cloud Adobe JINICH3UOHHOE
Ilepevyens B/l u UCC
Neno HaumenoBsanue
/m

1 | MexnyHapoaHble pedepaTuBHble HaykomeTpuueckue b/, noctynHsle B paMkax Halu-

oHaJIbHOU noanucku B 2019 r.
Web of Science
Scopus

2 | [Ipodeccruonanbubie nonHoTekcToBele bJI, ocTynHble B paMKax HallMOHAIbHOW MOJ-

nucky B 2019 .

SAGE Journals

XKypnanst Cambridge University Press
ProQuest Dissertation & Theses Global

Kypuainsr Taylor and Francis

3 | Ilpodeccuonanbuble MOTHOTEKCTOBBIE B]]

JSTOR

W3nanus mo oOmecTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnekTponHas oubimoreka Grebennikon.ru

4 | KoMnbploTepHbIE€ CIIPABOYHBIE IIPABOBHIE CHCTEMBI

Koncynsrant [lroc,
l'apanT

Cocrasutens: K.1.1H, nomenr, A.C. MoasgkoB
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[Tpunoxenue 4

K JINCTY U3MEHECHUU

4. O0HOBJICHHE CTPYKTYPHI AUCHHUILUINHBI (MOAYJIs1) 1JIsl 04HOM Gopmbl 00ydenus (2020 r.)

CTpykTypa IHCHUILIMHBI (MOAYJIs) 1Js 04HOH GopMBbI 00y4YeHu st
OO6mast TpPyA0EMKOCTh JUCIUTUIMHBI COCTaBIsACT 3 3. €., 114 4., B TOM 4uClie KOHTaKTHas pa-
6ora oOywarommxcs ¢ npenojasareieM 42 4., caMocTosiTeNbHasE paboTa oOydaromuxcs 54 u.

Bunel yue6HOI paboTh

(B 1acax) DopMBI TEKYIIE-
KOHTaKTHAas W r0 KOHTPOIS!
3 £ YCIIEBAEMOCTH,
Ne Paznen nucrumim- o ) = C
/1t HbI/TEMBI S = g g bopva fpome-
3 S = X 5 JKYTOYHOHU aTTe-
8| g g 2w Ex |5 H 5§ « | crauumu (no ce-
8| & = |EE 2E 25 g 3 Mmecmpam)
= | = = |8 § 9 |&a¢8 s g
3|8 |8 EFSE|FE |OF
1 BBenenue B nucummiu- | 6 | 2 6 Ormpoc
Hy
2 Wctopus xpunrorpadpuu | 6 | 2 4 8 Onenka BbIIOJ-
HEHUS TMpaKThye-
CKUX 3aJaHui
3 bazoBbie kpunrorpadu- | 6 |4 4 10 Onenka BbIIOJ-
YEeCKUE METOJIbI U CXEMBbI HEHUS TpaKThye-
KpunTorpaduueckoi CKHX
3aIuTH HHOPMAITUT U BHEAyJIuTOp-
HBIX 3aJlaHUuN
4 Kpunrorpaduueckue 6 |4 4 10 OueHka BBIIOJ-
MIPOTOKOJIBI HEHUS MpPaKTHYe-
CKHX
U BHEAyJIuTOp-
HBIX 3aJlaHUuH
5 HopmatuBHubie aKTel, | 6 | 4 4 10 OueHka BBITIOJN-
perJaMeHTHpYoIne HEHUS TMpaKThye-
NEeSITeILHOCTH B 00J1aCTH CKHX
KpunTorpaduueckoit U BHEAyJuTOp-
3aIuTH HHOPMAITIT HBIX 3a/IaHUI
6 CpenctBa u ycinyru B |6 | 4 6 10 OueHka BBIIOJ-
obnactu Kpunrorpagu- HEHHUs IIPaKTH4e-
YecKoW 3amuThl HHPOP- CKHUX 3aJaHHH
MalluM,  TPEICTaBIICH-
HbIE OTE€YECTBEHHOM
pBIHKE
7 DK3aMeH 6 18 Dk3aMeH 1o Owu-
jeTam / UTOroBas
Wroro: 20 22 18 54

5. O0OHoOBJICHHE OCHOBHOM M JONOJHHUTEILHOM JuTepaTypsl (2020 r.)
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B paznen 6. YueOHo-MeToguveckoe M MH(OPMANMOHHOE O0ecreveHHe AUCHUNIMHBI
BHOCSITCS CIICAYIOIINE N3MCHCHUS:

JHononuuts pasaen OcHOBHas auTEpaTypa

Kpuntorpadpuueckre MeToasl 3amuThl HHGOpMaIUU: y4eOHUK ISl akaJeMudeckoro Oaka-
naspuara / C. B. 3aneunukos, O. B. Kazapun, A. A. Tapacos. — Mocksa : U3narensctBo HOpaliiT,
2019. — 309 c. — (Bricmiee obpazoBanue). — ISBN 978-5-534-02574-3. — TekcT : 2IEKTPOHHBIN
// 9BC KOpaiit [caiiT]. — URL: https://urait.ru/bcode/433133

Jononxuts pasznen JonoJHUTE/IbHASA TUTEPATypa

ba6enko, JI. K. Kpunrtorpadpuueckas zammura uHGOpManuu: CUMMETpUYHOE HIM(pPOBaHUE :
yuebHoe nocodue ans By3oB / JI. K. babenko, E. A. MmykoBa. — Mocksa : M3narensctBo KOpaiiT,
2020. — 220 c. — (Bricmee obpazoBanue). — ISBN 978-5-9916-9244-1. — TekcT : 2IEKTPOHHBIN
// 9BC KOpaiit [caiit]. — URL: https://urait.ru/bcode/452871

6. B onement pabGoueit nporpammbl m.4 OOpa3oBaTejibHble TEXHOJOTHM BHOCSTCA
CIIEyIOIINE U3MEHEHHUS:

B mepuon BpeMEHHOTO MPUOCTAHOBICHUSI TMOCEUICHUS OOYYaAIOIIMMHCS TOMEIICHUH WU
tepputopuu PITY. nns opranuzanuu yueOHOro mpoiiecca ¢ IpUMEHEHUEM JJIEKTPOHHOTO 00yUYeHUS
M JIMCTAaHLIHMOHHBIX OOpa30BaTEIbHBIX TEXHOJOTUH MOTryT OBITh HCIOJB30BaHbl CIEIYIOLINE
o0Opa3oBaTesbHbIE TEXHOJIOTHU:

— BUJICO-TICKIIHH;

— OHJIAMH-TIEKLIMU B PEKUME PEalbHOTO BPEMEHH;

— DJICKTPOHHBIE Y4EOHHMKH, y4eOHbIE MOCOOWS, HAyYHBbIE M3JaHUS B AJICKTPOHHOM BHUAEC U
JOCTYT K HHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM PECypcaM;

— CUCTEMBI JIJIsl SJIEGKTPOHHOT'O TECTUPOBAHUS,

— KOHCYJBTALIUU C UCTIOJIH30BAHUEM TEIEKOMMYHUKAITMOHHBIX CPEJCTB.

7. B oanemenTt paboueit mnporpammel 7. MaTepuajibHO-TeXHHYECKOe obecrneyeHue
AMCUMILITUHBI/MOAYJISl BHOCSTCS CIEAYIOIINE U3MEHEHUS

Ilepeuens B/l u UCC
Neni/mt Hanmenosanue
1 Mexnaynapoansle pedepaTuBHble HaykoMmerpuueckue bJl, mocrtymHeie B pamkax
HalMoHaJILHOU nmoanucku B 2020 r.
Web of Science
Scopus
2 IIpodeccuonanbupie mnosHoTeKcTOBBIE bBJI, NOCTymHBIE B paMKax HallMOHAJIbHOU

nonamucku B 2020 .

Kypnanst Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypuansr Taylor and Francis

3 [Ipodeccuonanbubie nmonHoTeKcTOBBIE BJ]
JSTOR

W3nanus mo oOmEeCTBEHHBIM U TYMaHUTAPHBIM HayKaM
OnekrponHas 6ubimoreka Grebennikon.ru

4 KomrmsroTepHbie ClIpaBOYHBIC TIPABOBEIC CHCTEMBI
Koncynprant [lntoc,

l"apanT

B  osnement  paboueit  mporpammbl 7.  MarepHaJibHO-TeXHHMYecKoe  oOecrneyeHHe
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Neri/mn Haumenosanue 110 [IpousBoaurens Cnoco6 pacmipoctpane-
HUS (TUYeH3UOHHOE UTU
€80000HO pacnpocmpa-

HAEeMOe)
1 Adobe Master Collection CS4 Adobe JINICH3UOHHOE
2 Microsoft Office 2010 Microsoft JIMIEH3NOHHOE
3 Windows 7 Pro Microsoft JINICH3UOHHOE
4 AutoCAD 2010 Student Autodesk CBOOOJHO  pacmpocTpa-
HIEMOE
5 Archicad 21 Rus Student Graphisoft CBOOOJHO  pacmpocTpa-
HIEMOE
6 SPSS Statisctics 22 IBM JINICH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMIEH3NOHHOE
8 SPSS Statisctics 25 IBM JINICH3UOHHOE
9 Microsoft Office 2013 Microsoft JINIEH3NOHHOE
10 | OC «AnpT OOpa3zoBaHue» 8 000 «bazanst CIIO | nu1ieH3MOHHOE
11 | Microsoft Office 2013 Microsoft JIMIEH3NOHHOE
12 | Windows 10 Pro Microsoft JIMIEH3NOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMLEH3UOHHOE
14 | Microsoft Office 2016 Microsoft JIMIEH3NOHHOE
15 | Visual Studio 2019 Microsoft JINICH3UOHHOE
16 | Adobe Creative Cloud Adobe JIMIEH3NOHHOE
17 | Zoom Zoom JINIIEH3UOHHOE
CocTaBHUTEINb:

K.1.H, nouent, A.C. MoisskoB




