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1. IlosicHuTEILHAA 32T CKA
1.1. Heapb u 3272494 AMCHUTIMHBI

Henp AMCHUTUIMHBL: PA3BUTH y CIAyIIATENEH MOAXO0/ K PEIICHUI0 TEXHUYECKHUX 3a/1a4 IPOrpaMMHO-
anmnapaTHOM 3aluThl HH(OPMALIUU.

3amaun: n3yyeHne HHPPACTPYKTYPbI OTKPHITHIX KITHOUYeH, OCBOCHUE IPUHIUIIOB (POPMUPOBAHUS
ANEKTPOHHON MOJIUCH, BBIPAOOTKA YMEHUN HACTPOMKH KOMIIOHEHTOB HH(PACTPYKTYPHI.

1.2. llepeyeHs MIIaHNUPYEMbIX Pe3yJIbTATOB 00yUYeHHs M0 JUCIUIIIHHE, COOTHECEHHBIX €
HHIMKATOPAMH JOCTHKEHUS KOMIIeTeHIN

Komnerennus HNuaukaropsbl Pe3yabTarnl 00yyeHus
(Kol 1 HAUMEHOBAHUE) KOMIIeTeH i
(Koa ¥ HAMMEHOBAHUE)
[1K-1 — Cnocoben IK-1.1 3Haer 3HaTh: apXUTEKTYpY U

BBINOJIHATH PabOThI IO
YCTaHOBKE, HACTPOMKE U
00CITyKUBaHUIO
POrPaMMHBIX,
IIPOrpaMMHO-alnapaTHbIX
(B TOM uncie
KpUNTOTPaPUIECKUX) U
TEXHU-YECKUX CPEJICTB
3alUThl HH(pOpMALUU

HOPSI0K YCTAaHOBKH,
HACTPOMKHU U 00CITyKUBAHUS
IPOrPaMMHOTO
00eCIeUYCHHUS, CUCTEM
ylnpaBiieHus: 0azaMu
JTAHHBIX, CPEJICTB
3JIEKTPOHHOTO
JIOKyMEHTO000pOoTa U
CPEZCTB 3aLUThI
uH(popManuu

KOMIIOHEHTHI HHPPACTPYKTYPHI
OTKPBITBIX KIIFOYEH;
IOPUINYECKHE U METOTUUECKHE
OCHOBBI 00€ecTIeueHUs
IOPUANYECKON 3HAYMMOCTH
ANEKTPOHHBIX JIOKYMECHTOB;
IPUHLIUIIB JOPMUPOBAHUS
3JIEKTPOHHOU MOJIHCH;

dhopmat mudpoBoro ceprudukara.

[1IK-1.2 Bianeer
HaBBIKAMU 110 YCTaHOBKE,
HacTpolKe U 00CITyKMBAHUIO
IPOTPAaMMHOTO
o0ecrieyeHus, IporpaMMHO-
anrmapaTHBIX U TEXHUYECKUX
CPEZCTB 3aLUThI
uH(poOpMaLuu C
coluro/iIeHreM TpeOoBaHuU M
10 3aIlKTe HHPOpMaUU

YMeTh: 0JB30BaThCSl OCHOBHBIMHU
KPHUIITO IIPOBAKICpaMH, B 9aCTH
(hopMUpoOBaHHUSI STEKTPOHHOM
TIOJIITUCH; Pa3BOPAYNBATH TAKHE
KOMIIOHEHTHI HH(PPACTPYKTYPHI
KaK yJIOCTOBEPSIONINE IIEHTPHI;’
BbIOWpaTh, YyCTAHABIUBATh U
HACTPanBaTh KOMITOHCHTBI
UHGPACTPYKTYPHI, MIPUHUMATH
y4acTue B pa3pabOTKe MOJTUTHKU
0€30MacHOCTH.

I1K-1.3
YCTaHABIINBATh
porpaMMHOe oOecrieueHue
B COOTBETCTBHUU C
TEXHUUYECKOU
JIOKYMEHTAIUEH, BIIOJTHATH
HACTPOIKY MapaMeTpoB
paboThl MPOrPaMMHOTO
o0ecrieueHusl, BKIIF0Yast
CUCTEMBI yIIPaBJICHHUS
0a3amu TaHHBIX U CPEACTBA
AJIEKTPOHHOTO
JIOKyMEHT0000pOTa,
(bopMyIUpOBaTh MpaBHIIA

Ywmeer

Bnanets: npodeccruonanbHoi
TEPMUHOJIOTHEN;

HaBBIKAMY HACTPOMKHU U
JKCIUTyaTalul KOMIIOHEHTOB
UHPPACTPYKTYPHI OTKPBITHIX
KIIFOU€eH.
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0e30macHO dKCIUTyaTaluu

[K-2 -
IIPUMEHATH  [POTrPaMMHBIE
cpexncTaa CUCTEMHOTO,
MIPUKIATHOTO u
CIIELIMAIBHOTO Ha3HAYCHUS,
WHCTPYMEHTAJIbHbIE
CPEACTBA, SI3bIKU U CUCTEMBI
[IpOrpamM-MUPOBAaHUS I
peleHus
npodeccnoHanbHbIX 3a7a4

Crocoben

[K-2.1 3HaTh
APXHUTEKTYPY Y IPHHIUIIBI
MOCTPOCHHSI OTIEPAIIMOHHBIX
CHCTEM, TTO/ICUCTEM 3alUThI
uHpOpMaINH, COCTaB
THUIOBBIX KOH(UTYpanuit
IPOTrpaMMHO-aIapaTHBIX
CPEJICTB 3aIUTHI
uHpOpMAaIINH, SI3BIKU U
CHCTEMBI

3HATh: apXUTEKTYPY U
KOMIIOHEHTHI HHPPACTPYKTYPHI
OTKPBITBIX KJIFOYEH;
IOpUINYECKHE U METOIUYECKHE
OCHOBBI 00O€CTIeYEeHHUS
IOpUANYECKON 3HAUMMOCTH
3JIEKTPOHHBIX TOKYMEHTOB;
IPUHLIUIIB JOPMUPOBAHUS
3JIEKTPOHHOW MOJIHCH;

dhopmat mudpoBoro ceprudukara.

IPOrpaMMUPOBaHUS
[1IK-2.2 VYmMmeer VYMeTh: N0JIL30BaThCSI OCHOBHEBEIMHU
IIPOTUBOJICHCTBOBATh KPHUIITO IIPOBAaiiIcpaMH, B YaCTH

yrpo3am 0e301acHOCTH
uH(popMaLuu ¢
UCIIOJIb30BaHUEM
BCTPOEHHBIX CPEJCTB
3alUThl HH(pOpMALUU

(hopMUpoBaHUsI SJEKTPOHHOM
MIOJIITMCH; Pa3BOPAYHBATH TAKHE
KOMIIOHEHTHI UHPPACTPYKTYPHI
KaK yJOCTOBEPSIONINE [ICHTPHI;’
BbIOMpaTh, yCTAHABIUBATh U
HACTpanBaTh KOMIIOHCHTBI
UHGPACTPYKTYPHI, IPUHUMATH
y4acTue B pa3padOTKe MOJTUTHKA
0€301acHOCTH.

[1IK-2.3 Bianeer
KOHTPOJIEM KOPPEKTHOCTH
(bYHKLIHMOHUPOBAHUSA
POTPaMMHO-aIapaTHBIX
CPEZCTB 3aLUThI
uH(popMalnu B
OIEpALMOHHBIX CHCTEMaxX

Brnanets: npodeccruonanbHoi
TEPMUHOJIOTUEN;

HaBbIKaMHU HACTPOUKH U
JKCIUTyaTalui KOMIIOHEHTOB
UHPPACTPYKTYPbI OTKPHITHIX
KIIFOUEH.

1.3. MecTO AUCHUNJIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI NPOrpaMMbl

Huctunnuna «HppacTpykTypa OTKPBITBIX KIIOUEH, YITOCTOBEPSIONINE IIEHTPB» OTHOCHTCS K
gacTd, (GOpMUPYEMO ydacTHUKaMU OOpa30BATENbHBIX OTHOIICHHWN ONOKAa IUCHUIUIMH y4eOHOTo
IUIaHa.

Jlis  ocBOeHHUS AMCHUIUIMHBI HEOOXOAMMBI KOMIIETEHIIMH, (opMHpyeMble B XOJie H3y4eHUs
TUCIUILTHH: "MaremMaTrnieckue OCHOBBI 3aIUThl HHpOpMaIuu'.

B pesynpTate OCBOCHHSA AMCHUILTUHBI (GOPMUPYIOTCS KOMIIETEHIIUH, HEOOXOAWMBIE IS U3Y4CHHS
CIENYIOMUX JUCHUIUIMH: "be30macHoCTh MpPOTpaMMHOTO OOECTICYeHHUS] aBTOMAaTHU3HPOBAHHBIX
cucrem".

2. CTpyKTYypa IMCHHUIIHHBI
O6m1ast Tpy10EMKOCTh TUCIUIUIMHBI COCTABIISIET 2 3.€., 72 aKaJIeMHYECKUX Jaca.

CTpyKTypa AUCHHUILIMHBI /151 04HOH (POPMBI 00y4YeHU S

Ob6pvemM puctumIuHBL B (popMe KOHTAKTHOM paboThl OOYHYAIOMIMXCS C TMeJarorn4ecKuMu
paboTHUKaMu | (WJIK) JUIAMM, TPUBJIEKaEMbIMH K peaju3aluu 0Opa3oBaTEbHON MporpamMMmbl Ha
UHBIX YCIOBHSX, P NTPOBEACHUHN YUEOHBIX 3aHATHI:




Cemectp | Tun yueOHBIX 3aHATHIA KonnuectBo
4acoB
5 Jlexuun 16
&) [IpakTuueckue 3aHATHS 24
Bcero: 40

O06beM TUCHUIUTMHBI (MOIYIIsI) B JOpPME CaMOCTOSATEIbHON pabOThl 00YIAFOIITUXCSI COCTABIISIET
32 akaJleMHYECKUX Yaca.

3. Conep:xaHue TUCUUILIAHBI

HaumenoBaHue pasjaeia
AUCHMILINHBI

Conep:xanue

KomnoneHThI HHPPACTPYKTYPHI
OTKPBITBIX KJIIO4eil

PKI peanusyeTcst B MOJENU KIIMEHT-CEPBEP, TO €CTh
IIpOBepKa Kakoi-110o uHdpopmanuu,
MPEIOCTaBIAEMON HHPPACTPYKTYpPOil, MOXKET
MPOUCXOJUTH TOJBKO IO NHULIMATUBE KJIMEHTA.
OcHoBHbIe KOMITOHEHTHI PKI:

VY nocrosepsroniuii eHTp (Y1) siBasieTcss oOCHOBHOM
CTPYKTYypoii, hopmupyromieii nudpossie
cepTudUKaThI MOJYUHEHHBIX [ICHTPOB
cepTuduKany U KOHEYHBIX Moyb3oBareneil. Y|
SBJISICTCS TJIaBHBIM KOMIIOHEHTOM PKI:

OH SIBJISIETCSl JOBEPEHHOW TPEThEN CTOPOHOU
(trusted third party)

3TO CEepBEpP, KOTOPBII OCYIIECTBIISIET YIIPABICHUE
YKU3HECHHBIM IHKJIOM CEpTU(HHUKATOB (HO HE UX
HEMOCPEJICTBEHHBIM HCIIOIH30BAaHUEM).

HopmartuBHo-MeToqn4eckas 0a3a
HCI0JIb30BAHUSA 3JIEKTPOHHOM
MOAIHUCH JJIsl IPUAAHUS
IOPUANYECKOH 3HAYUMOCTH
3JIEKTPOHHBIX JOKYMEHTOB

CepTtudukar OTKpHITOro KiIto4a (Jaie BCEro mpocTo
cepTuduKaT) — 3TO JaHHBIC MTOJIH30BATENS U €T0
OTKPBITBIN KIIF0Y, CKPEIJIEHHBIE 3JIEKTPOHHOU
MOAMKCHIO YIOCTOBEPSIONIETO 1IeHTpa. Brimyckas
cepTu(dUKaT OTKPBHITOTO KITF0YA, YIOCTOBEPSIFOIIHIA
IEHTP TEM CaMbIM MOATBEPKIAET, YTO JUIIO,
MOMMEHOBAaHHOE B CepTU(HKATE, BIAJCET 3aKPHITHIM
KJIFOYOM, KOTOPBIH COOTBETCTBYET ATOMY
OTKPBITOMY KITIOUY.

Peno3uropuii — XpaHuiuie, coaepxxaiiee
cepTu(UKaTHl U CIIUCKU OTO3BAHHBIX CEPTU(HUKATOB
(COC) u ciyxariee 11t paclipoOCTPaHESHUSI ITUX
00BEKTOB cpeau noib3oBareneid. B dexgepanbHom
3akoHe PD Ne 63 «O0 »51eKTpOHHOM TTOAMKICHY OH
HA3BIBAETCSI pEECTp cepTU(PHUKATOB KItouei
MOITHCEN.

Crpykrypa uudpoBbIx
cepTU(PUKATOB

Crpykrypa cepTudukara
e Bepcus
o CepuliHblil HOMED
o HpaeHtudukatop anropurMa noamnucu
o Uwmsa uzparens
o Ilepuon nerictBus




e Uwms cyObekTa

o Uudopmanus 00 OTKPHITOM KIIIOUE
cyObekTa:

e AJNTrOpUTM OTKPBITOTO KJIIOYa

e OTKpBITBIN KJIIOY CYOBEKTA

e  YHHUKaJIbHBIA UACHTH(PHUKATOP U3AATEIS
(00s13aTENBHO TOJBKO J1s1 V2 U V3)

o YHHUKaJIbHBIA HACHTH(PHUKATOP CYOBEKTa
(00s13aTENBHO TOJBKO 151 V2 U V3)

e Jlononuenus (asns v2 u v3)

e Bo3MOXHBIE JOMONHUTENbHBIE IETATH

e AJNTOpUTM MOJIUCH cepTUUKATA
(00s13aTEIIBHO TOJIBKO JIJIs V3)

e Tloamucek ceptudukara (00sS3aTeNBHO AJIs
BCEX BEPCHIN)

DYyHKUMH YI0CTOBEPSIOLIET0
HeHTpa

Perucrparmonssrii neHtp (P1]) — HeoOs3aTenbHBIM
KOMITOHEHT CHCTEMBI, PeTHa3HAYCHHBIN TSI
perucTpanuu noiap3oBarenei. /s stux nenei PI]
0OBIYHO TpeoCcTaBIsIeT BeO-uHTepdelic.

Y 1oCcTOBEPAIOMINI IEHTP AJOBEPSIET
PETUCTPALIMOHHOMY LIEHTPY POBEPKY HHPOPMaLIUU
0 cyOwbekTe. PerucrpalioHHbIi LIEHTpP, TPOBEPUB
MPABIJILHOCTh MH(DOPMAIIHH, TTOIITUCHIBACT €€
CBOMM KIIFOUOM U NEPEAAET yAOCTOBEPAIOIIEMY
LEHTPY, KOTOPBIH, TPOBEPUB KITFOY
PErUCTPAaLlMOHHOTO LEHTPA, BHIUCHIBAET
cepruduxar. OauH perucTpalMOHHbIN LIEHTP MOXKET
paboTaTh ¢ HECKOJIBKUMH YAOCTOBEPSIOIINMHU
[EHTpaMu (TO €CTh COCTOSITh B HeCKOIbKUX PKI),
OJIMH yOCTOBEPSIONIHNH LIEHTP MOXKET paboTath ¢
HECKOJBKHUMH PETUCTPAIIMOHHBIMU [IEHTPAMHU.
WNHorna, ynocToBepsOMni HEHTP BbIIOIHSAET
(YHKIIMHM perucTpalioHHOr0 LIEHTpa.

Hcnouab3oBanue GpyHKIMM
nposaiiepa
KpunrorpaguyecKux ycayr

ApxuB cepTU(PUKATOB — XPaHUIIUIIIE BCEX
M3JIAaHHBIX KOTJa-Tu00 cepTU(dUKATOB (BKIIOYAs
cepTUUKATHI C 3aKOHYUBIIIUMCS] CPOKOM
JIEeNCTBUS). APXUB UCIIONB3YETCS ISl MPOBEPKU
MOJJIMHHOCTY JIEKTPOHHOM MOJAIHUCH, KOTOPOU
3aBEPSUIUCH IOKYMEHTHI.

[{enTp 3ampocoB — HeOOsA3aTENHHBI KOMIIOHEHT
CHUCTEMBI, TJIe KOHEUHBIE M0JIb30BATEIU MOTYT
3aMpOCUTH WJIM OTO3BAaTh CepTU(]UKAT.
KoneuHnble nonp30BaTenn — Moiab30BaTeNH,
MIPUIIOKEHUS UITU CUCTEMBI, SIBIISTFOIITAECS
BIIQ/IETIbIIAMH CePTU(UKATA M UCTIONB3YIOIINE
WH(PPpaCTPYKTypy YIpaBIECHUS OTKPHITHIMU
KJIFOUaMH.




4. O0pa3oBaTe/ibHbIE TEXHOJIOTUH

Ne ”

w/n HaumenoBanue pa3aesa |Buabl yueOHbIX 3aHATHIH OO6pa3oBaTejibHbIE TEXHOJIOTHH
1 2 3 4

1. |Komnouenumuwi Jexyus 1. Tpaouyuonnas ¢ ucnorv3osanuem

uHghpacmpyxmypul
OMKPBIMBIX KAtOYel

CamocrosTenbHas pa60Ta

npesenmayuil

H3yyenue mamepuanos nexyuil,
mecmupoganue

2  |Hopmamueno-
Memoouueckas basa
UCNONb308AHUSL
NEeKMPOHHOU NOORUCU O]
NpUOaHUs IOPUOUUECKOT
3HAYUMOCIU DNIEKMPOHHBIX

Jlexyus 2.

CamocrosiTenbHas padbora

Tpaouyuonnas ¢ ucnonvb3osanuem
npeseHmayuil

Hs’ylteHue mamepuaios JZQKI/;ML?,
mecmuposarnue

OOKYMEHMO8
3  |Cmpyxmypa yugposwvix Jlexyus 3.1 Tpaouyuonnas c ucnonv3osanuem
cepmughuxamos Jlexyus 3.2 npeseHmayuil
lpaxmuueckoe 3anamue 1.  |Bvinoanenue 3a0anus
CamocrositenbHas padbora H3yuenue mamepuano nexyutl,
mecmupogarue
4 Qyuxyuu Jlexyus 4.1 Tpaouyuonnas ¢ ucnonrb3o6anuem
voocmogepsouezo yeumpa |Jlexyus 4.2 npezenmayuii

Ipakxmuueckoe 3anamue 2.

CamocrosiTenbHas paboTa

Buinonnenue 3adanus

H3yuenue mamepuanog nexyuii,
mecmuposanue

S5  |Ucnonvzosanue ghynxyuii
nposaiidepa
KpUunmoespaghuieckux yciye

Jlexyus 5.1
Jlexyus 5.2

IIpaxmuueckoe 3anamue 3.

CamocrosiTenbHas paboTa

Tpaouyuonnas c ucnonv3osanuem
npezenmayutl

Buinonnenue saoanus

H3yuenue mamepuanos nexyuil,
mecmupogarue

B nmepuon BpeMEHHOrO MPHOCTAHOBIEHUS TIOCEHICHHUS OOYYarOUIMMUCS TMOMEIICHHHA
tepputopuu PITY s opranuzanum yueOHOTO mporiecca ¢ MPUMEHEHHEM AJIEKTPOHHOTO OOY4YeHUS U

JTUCTaHIIMOHHBIX
o0pa3oBaTeNbHbIE TEXHOJIOTHH:
— BUJICO-JICKIIHH,

00pa3oBaTeIbHBIX

TEXHOJIOTUN

— OHJIAMH-JIEKLIMU B PEKUME PEabHOIO BPEMEHH;
— DJIEKTPOHHbIE YUeOHUKH, yueOHbIe TOCOOUs, HayUYHbIe U3/IaHHs B 3JIEKTPOHHOM BHJIE U JIOCTYII
K MHBIM 3JIEKTPOHHBIM 00pa30BaTelIbHbIM pecypcam;
— CHCTEMBI JUIsl JIEKTPOHHOTO TECTUPOBAHNS;
— KOHCYJIBTALIUU C UCTIOIb30BAaHNUEM TE€JIEKOMMYHUKAIIMOHHBIX CPECTB.

MOTYT  OBIThH

HCIIOJIb30BaHbI

u

CJICAYyrOmue
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5. OneHka NJIAHUPYEMBbIX Pe3yJIbTATOB 00y4eHHUs

5.1 Cucrema oueHUBaAHUA

dopmMa KOHTPOJIA Makc. K0JM4ecTBO 0aJ1710B
3a oany padorty Bcero
Texymui KOHTPOJIb:
— mecmuposanue (memot 1-5) 5 6annos 30 bannos
— npakmuueckoe 3a0anue (memolt 3) 6 bannos 6 bannos
— npakmuueckoe 3a0anue (memul 4-5) 7 6annos 14 6annos
[IpomexxyTouHas arrecTauus — 3auéem 40 6annos
(3auem no 6uremam)
HToro 3a nucuuninny 100 b6annos

Ilosry4eHHBI COBOKYIIHBIN Pe3ybTaT KOHBEPTUPYETCSA B TPAAULIMOHHYIO KAy OLIEHOK U B
HIKaITy OIIeHOK EBporieiickoii cucteMsl epenoca U HakoruieHus kpeautos (European Credit Transfer
System; nanee — ECTS) B cOOTBETCTBUH € TaOIUIICH:

IIxama
100-6amnpHast mkana | TpagumuoHHas mIKaia
ECTS
95 — 100 OTJINYHO A
83-94 B
68 — 82 XOPOIIIO 3a4TEHO C
56— 67 OBJIETBOPUTEIBHO D
50 - 55 a P E
20 -49 FX
HEYJIOBJIETBOPUTEIBHO HE 3a4TCHO
0-19 =
5.2 Kpurtepuu BbICTABJEHHS ONEHKH MO TUCIUILINHE
Baaasl/ | Ouenka mo Kpurepuu oueHku pe3yjbTaToB 00y4eHuUsl 10 AMCUMIJIMHE
HIkana | pucnunIIMHe
ECTS
100-83/ OTJINYHO/ BricTaBnsiercs oby4daromemMycsi, €Ciii OH TIyO0KO U TPOYHO YCBOWII TEOPETUUECKHUI U
AB 3349TeHO IIPAKTUYECKUH MaTepual, MOXKeET IIPOJEMOHCTPUPOBATh 3TO HA 3aHATUAX U B XOJI€

IIPOMEXKYTOUHOM aTTeCTallUU.

OO0yuaromuiicss HCUEPIIBIBAIOIIE U JIOTHYECKH CTPOHHO M3j1araeT y4eOHbI MaTepua,
YMEET YBA3bIBATb TEOPUIO C IIPAKTUKOMN, CIPABIISIETCS C PELICHUEM 3a]a4
pogecCHOHANBHON HATIPABICHHOCTH BRICOKOTO YPOBHS CIOXKHOCTH, TPABIIHFHO
000CHOBBIBACT MIPHUHSATHIC PEIICHUS.

CB00OOIHO OpHUEHTHPYETCS B yUeOHOM U Tpo(ecCHOHANBHON IUTepaType.

OrieHKa M0 JUCIUTUINHE BBRICTABIIOTCS 00yJaromeMycs ¢ YI6TOM pe3yIbTaToB
TEKyLIeH U IPOMEKYTOUHON aTTECTALIUH.

KomnereHmum, 3akperiéHHble 3a JUCIUTITMHON, cOPMHUPOBAHBI HA YPOBHE —
«BBICOKHI».

82-68/ XOpOI_HO/ BricTaBnseTcst 00yJaronemycs, €Clii OH 3HaeT TEOPETHUECKUN U TIPaKTHIECKUAN
MaTepHal, TPaMOTHO W TI0 CYIIECTBY M3JIaraeT ero Ha 3aHATHSAX U B XOJIe
MIPOMEXYTOUYHOH aTTECTAINH, HE TOMyCKasi CYIIECTBEHHBIX HETOYHOCTEMH.
OO0yyaroniuiicst MpaBUILHO MPUMEHSET TEOPETHUECKUE TIOJOKEHHUS TIPU PEIIEHUN
MPAKTUYECKUX 337124 MPOo(HeCcCHOHATLHOW HAITPABICHHOCTH PA3HOTO YPOBHS
CJIO)KHOCTH, BIIaJIeeT HEOOXOMMBIMH JIJISl STOTO HABBIKAMU H MPUEMAMH.
JlocTaTo4HO XOPOIIO OPUEHTHPYETCS B y4eOHOM U MPo(hecCHOHATbHOW JIUTEPaType.
OI1eHKa 0 JUCIUILUIHHE BBICTABISIOTCS 00yJaromeMycsi ¢ Y46TOM Pe3yIbTaToB
TEKyLIeH U TPOMEKYTOUHOM aTTECTALIUHU.

KommnereHnmu, 3akperui€éHHbIC 32 TUCIHIUTHHOW, COPMHUPOBAHBI HA YPOBHE —

C 3a4TEHO
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Banapl/ OueHka nmo Kputepuu oueHku pe3yjbTaToB 00y4eHUsl 10 JUCUUIJIMHE

Ixana | AucOMIINHE
ECTS

«XOPOIINIY.

67-50/ YAOBJIETBO- BricTaBisieTcst 00y4aromemMycsi, eciid OH 3HaeT Ha 0a30BOM YPOBHE TEOPSTUICCKHUN U
MPAaKTUYCCKUN MaTepHa, JOIMYCKACT OT/IC/IbHBIC OLIHMOKHU PHU €r0 U3JI0KCHUH Ha
3aHATUAX U B XOJI€ IPOMEKYTOUYHOM aTTECTAllUN.

OO6yyatrouuiicst UCTILITHIBAET ONPEACTAEHHbBIE 3aTPYAHEHHSI B IPUMEHEHUH
TEOPETHICCKUX TTOJIOKEHUH MIPH PELICHUHN MPAKTHYECKUX 3a7a4 MpodeccHoHaIsHON
HaIpaBJIEHHOCTH CTAaHIAPTHOTO YPOBHS CIIOKHOCTH, BJIaleeT HEOOXOIUMBIMH IS
3TOro 0a30BHIMU HAaBBHIKAMH U TIPHEMaMHU.

JleMOHCTpHpYeT TOCTaTOYHBII YPOBCHb 3HAHUS YI€OHOH TUTEPaTypHI IO JUCIUTUINHE.
OreHKa Mo JUCHUTUINHE BBICTABIIIOTCS 00ydJaromeMycs ¢ Y96TOM pe3yiIbTaToB
TEKyLIeH U IPOMEXYTOUHOM aTTECTALIMHU.

KommnereHnuu, 3akperui€éHHbIC 3a TUCIUIUTMHON, C(OPMUPOBAHBI HA YPOBHE —
«JIOCTAaTOYHBINN.

D,E purenbHO/
3a4TEHO

49-0/ HEYJIOBJIET- BricTaBisieTcst 00yJaromeMycsi, eCiid OH He 3HaeT Ha 0a30BOM YPOBHE TCOPETHUCCKUIT
F,FX BOPHTEIIEHO / | ¥ TPaKTHYECKHii MaTepHa, L[OHyCIiaeT rpyObie OIMOKHU TPU €0 U3JI0KESHUH Ha
3aHATHUSIX U B XOJI€ TPOMEKYTOUHOM aTTeCTaIUH.

OO6yyaronuiicst UCTILITHIBAET CEPbE3HBIE 3aTPYAHECHUS B TPUMEHEHUN TEOPETHUECKHUX
TIOJIOXKCHUH TP PEIICHUH MPaKTHICSCKUX 33724 PO eCCHOHATPHON HapaBICHHOCTH
CTaHJAPTHOTO YPOBHS CIOXXHOCTH, HE BIaJleeT HEOOXOIUMBIMH JUIA 3TOTO HABBIKAMH U
MIpUEMaMH.

JemMoHCTpHpYeT (pparMeHTapHbIC 3HAHUS yUeOHOM TUTEPaTypHl IO AUCIIUILTIHE.
OreHKa Mo JUCHUTUINHE BBICTABIIIOTCS 00ydJaromeMycs ¢ YI6TOM pe3yIbTaToB
TEKYLIEH U IPOMEXYTOUHOM aTTECTALIMH.

KommeTeHnun Ha ypoBHE «I0CTATOYHBINY, 3aKPETUIEHHBIC 38 TUCITUTUTHHOM, HE
c(OpMHUPOBAHBI.

HC 3a4TCHO

5.3 OueHouyHble cpeacTBa (MaTepuasbl) /sl TeKyNIero KOHTPOJS YCHeBaeMOCTH,
NMPOMEKYTOYHOM ATTEeCTANMHU 00y4aIOIIUXCS MO0 JUCIUIIIHHE

Ilpumepnvie KonmponvHble 60RPOCHL ONA 3auéma

1. OpranuzanuonHas cTpykrypa cuctemsl arrectaunn OU u ux ¢pynkun. Kakue OU nognexar
00s13aTeNIbHON aTTeCTalHH.

®denepalibHbIe OpPraHbl [0 ATTECTAMK U UX (PYHKLIUH.

Oprassl 110 arTecTalui 00BEKTOB U UX GYHKUUU. 3a/1a4i U PYHKLUU OpraHa 1o aTTecTaluy.
JlesTenbHOCTh aTTECTAllMOHHBIX KOMUCCH.

Ceptudukarus OTKpbITOrO KIr0ua.

Jlornueckas cTpykrypa u KomnoneHnts! PKI.

Pucku ncnonas3oBanus D11

3asBuTenu u ux GyHKIUH. 3asBKa Ha poBeaeHue arrectauuu OU.

[Topsinok mpoBeneHus arTecTaiui 00beKToB HHpopMaTu3zanuu. CojepKaHue 3asiBOK.
. [lopsiiok B3anMoieCTBUS 3asiBUTENISL U OPTaHa Mo MPOBEJIEHUIO aTTeCTallUU.
. IlpoBenienue sKCNEpTU3 ANEKTPOHHBIX JOKyMEeHTOB ¢ DIT/DLII.
. Opranm3annoHHO-IITaTHOE o0ecreueHue aestenpbHocT Y11,
. OcnoBnble nousTusa Texnonoruu PKI.
OYHKIIMU YAOCTOBEPSIONIETO LIEHTPA.
IIponetypa odopmiieHus 3as1BOK Ha MoixydeHus ceptudukara B Y1I.
CrpyxTypa nudposoro ceprudpukara popmara X.509 v.3
3axnrounTenbHbli dTan arrecrauuu O, YcnoBus noiaydeHus arrectara COOTBETCTBUS.
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YTo 10KHO cofepkKaTh 3aKI0YEHUE aTTECTALIMOHHON KOMUCCHH.
Crrcku 0TO3BaHHBIX CEPTU(PUKATOB.

OKcIulyatanus aTTECTOBAHHOIO OObEKTa.

PaccmoTpenue anemanuii mo BorpocaM arrecranuu Y11,

Hutepdeiic OC Windows mist paboThl ¢ cepTUhUKATAMH.
[Ipumenenue D11 qyist obecrieueHus IOPUINIECKON 3HAUUMOCTHU AJIEKTPOHHBIX TOKYMEHTOB.
[Tponenyps! hopmupoBanus u nposepku J11.

HocuTenu karoueBoit nHGOpMAaIiy.

@ynkiun kpunronposaiinepa Kpunromnpo-CSP

Arttectanponnbie ucnbsitanus BII. YUto BxoauT B npoBepky cucteM 3U.
WuTerpanus GyHKIUN KpUNTONpoBaiiiepa B 0pUCHBIC TaKETHI.
Hcnoas3oBanue Y1I.

Bunpr D11

OcHOBHBIE pa3pabOTYMKU MTakeToB Jy1st padoTel ¢ PKI.

[Tepeuens ocHOBHBIX pa3padboTunkoB CSP.

. TpebGoBanus k mudpoBaHuio Mpu paboTe ¢ TOCYJAPCTBEHHBIMH 3aKa3uUKaMH.
KomMmnpomenTanus KiIro4ei.

Ipoaykt Vip Net. OcHOBHO# (hyHKIIHOHAI.

[TpoxyxT OpenVPN. OcHoBHO# QyHKITMOHAT.

Kpunrorpaduyeckas 3amura 8 OC Linux.

KBanroBas kpunrorpadus. [lytu pazsurus.

VYLI. UccnenoBanue ysa3BUMOCTEM.

Yrumutel st padotsl ¢ SSL B Linux.

Pabota c kopHEBbIMH cepTH(PUKATAMH.

Aymut 6e3omacHocT B Y11

PaccnenoBanne MHIIMAECHTOB NpU Kpaxke Kirouen Y11,
AJMUHUCTpATUBHAS OTBETCTBEHHOCTH 32 HApYIICHHE periaamerTa padotsr YII.
LlenTp ynpasienus cetsto B VIP Net.

[MpaBuna 6e3omacuoctu Iptables.

Koudurypuposanue cepsuca Fail2ban.

. B3aumopeiicTBrue KOMIOHEHTOB HHMPACTPYKTYPBI OTKPBITHIX KIHOUEH.

Ilpumepnuie 3a0anusn 011 mecmupoeanus

1. Yro Takoe iptables:

a)

konconw ynpaeaenus MO netfilter.

6)
B)

2.

a)
6)

MOJTHOIICHHBIN (haepBOJLIL.
CETEBOU MOCT.

Fail2ban — 3To0:
Menua-npourpeIBaTeb.
Vmunuma onsa 6aoxupoganus HecaHKUUOHUPOBAHHO20 OOCMYNA.

B)

CepBep NpHII0KEHHH.

6. YueOHo-MeTOoqMYecKOe M MHPOPMALMOHHOE O0ecTeueHue TUCIUTLTNHBI
6.1 CnucoK HCTOYHHKOB U JIUTEPATYPHI

Hctounuku
OcCHOBHBIE
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. @edepanvuwiti 3akon ot 27 wurona 2006 . Nel49-®3 «O6 undopmarum, WHPOPMALMOHHBIX
TEXHOJIOTHSIX M O 3amure wuHpopManum» [DIeKTpoHHBIA pecype] : Pexum mocrtyma
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoboanbIii. — 3ari. ¢ 3KpaHa.

. @edepanvuviii 3akon ot 27 wrons 2006 r. Nel52-D3 «O nepCoOHANBHBIX JaHHBIX» [ DJIEKTPOHHBIN
pecypc] : Pexum goctyma :  http://www.consultant.ru/document/cons_doc LAW 61801/,
CBOOOJTHBIN. — 3aril. ¢ 3KpaHa.

. @eodepanvuwiii 3axon o1 6 anpens 2011 r. Ne63-D3 «O0 3neKTPOHHON MOANUCKY» [ DNEKTPOHHBIH
pecypc]: Pexxum  nmocrymna: http://www.consultant.ru/document/cons doc LAW 112701/,
CBOOOJIHBIN. — 3aril. ¢ 3KpaHa.

. @edepanvuvii 3axon ot 27 nexabps 2002 r. Nel84-d3 «O TEeXHUYECKOM pEryJIUpPOBAHUN»
[D5eKTpOHHBII pecypc]: Pexxum JIOCTyIIa:
http://www.consultant.ru/document/cons_doc LAW 40241/, cBo6oaHbI#i. — 3ari. ¢ sKkpaHa.

Jluteparypa

OcHoBHas
Komnnexcnaa 3awuma wvHdopmannu B KOPIOPATUBHBIX cuUcTeMax : yueb. mocodue / B.O.
[Manprun. — M. : Ul «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bsicuiee oOpazoBanue:
Bakanaspuar). - Pexxum gocryma: http://znanium.com/catalog/product/546679
Ulanveun B.®. 3ammra KommbloTepHOW uHpopManuu. DddeKTuBHBIE METOIBl W CPEACTBa
[Dnextponnslil pecypc] / B. @. llanbrun. - M.: IMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-5-
94074-518-1. - Pexxum poctyna: http://znanium.com/catalog/product/408107

6.2 Ilepeuennb pecypcoB HHGOPMALHOHHO-TEIeKOMMYHUKANIMOHHOM ceTn « AHTepHET).

OdunmanbHbIi CalT KOMIIaHUU Kpunronpo [ DJ1eKTpOHHBII pecypcl: Pexum
noctyna: http://www.cryptopro.com/, cBo0oaHbIi. — 3ariI. ¢ SKpaHa.

. Lentp pazpaborku Kpuntokom [DnexkTpoHHslii pecypc]: Pexxum noctyna:
http://www.cryptocom.ru/products/index.html/, cBo6oHbI#. — 3ari. ¢ xpaHa.

http://www.cryptocom.ru/products/index.html/, cBo6oHbI#. — 3ari. ¢ xpaHa.
HanumonaneHnast snextponHnas 6ubnmuoreka (HOB) www.rusneb.ru

ELibrary.ru Hay4nas snexkrponnas oubarorexa Www.elibrary.ru
DOnekTpoHHas 6ubnuoreka Grebennikon.ru www.grebennikon.ru

Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Taylor and Francis

JSTOR

6.3 IlpodeccnonajbHble 0a3bl JaHHBIX H HHPOPMALHOHHO-CIPABOYHbIE CHCTEMBI

Jloctyn k mpodeccruonanbHbIM 0a3am gaHHbIX: hitps://liber.rsuh.ru/ru/bases

WudopmanroHHbIe CITPABOYHBIE CUCTEMBI:
1. Koncynbsrant [liroc
2. Tapanr

7. MaTepuajibHO-TEXHHYECKOE o0ecredeHue JUCHUILIHHBI


https://liber.rsuh.ru/ru/bases
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s obecrieyeHUs AUCIMILTAHBI UCTIONB3YyeTCS MaTepuUaabHO-TEXHHUYECKas 0a3a o0pa3oBaTeIbHOTO
YUpEXKICHUSA:

1) JUISL IEKUMOHHBIX 3aHATUN - ydeOHas ayJIuTOpus, 10CKa, KOMIBIOTEP WM HOYTOYK, IPOEKTOP
(cTaniOHAPHBIN WU IEPEHOCHOH ) TSl IEMOHCTPAINH YI€OHBIX MAaTEPUAIOB.

CocTtaB mporpaMMHOT0 00€CIICUCHHUS

1. Windows
2. Microsoft Office
3. Kaspersky Endpoint Security

2) 1Sl TPAKTUYECKUX 3aHITUH — KOMITBIOTEPHBIM KJIAcC WM JIaDOpaTopHsi, 0CKa, IMPOEKTOP
(cTanMOHAPHBINA MM MEPEHOCHOI), KOMITBIOTEP WM HOYTOYK JUIsl IIPENoaBaTelisi, KOMIbIOTEPhI s
00yJaroIuxcs.

CocTtaB mporpaMMHOTO 00ECIICUCHHUS

Windows

Microsoft Office

Kaspersky Endpoint Security

Mozilla Firefox

Microsoft Share Point 2010

Vmware Player 15.5 +

I'octeBas OC CentOS 7
nemo-muctpudyrussl CK3U «Kpunto-Ilpo».

NGO~ wWNE

8. ObecneueHne 00pa3oBaTEJBLHOI0 MPOIECCA JJIS JIMI ¢ OTPAHUYEHHBIMH BO3MOKHOCTSMH
310pPOBbSI M HHBAJIHN/I0B

B xome peanusanuu IUCLUIIMHBIL HUCIOJIB3YIOTCSA CIEAYIOIIHME JOMOJHUTEIBHBIE METOJbI
oOyueHusl, TEKYyLIEro KOHTPOJIS YCIEBAaEMOCTH U MPOMEXKYTOYHOW aTTecTallud OOydaroluXcs B
3aBHCUMOCTH OT UX MUHIUBUIYaTbHBIX 0COOEHHOCTEH:

® UIsl CIIETIBIX M CJIA0OBUIAIIMX: JIEKIUU O(QOPMIISIOTCS B BUJAE DJIEKTPOHHOTO JOKYMEHTA,
JOCTYIIHOTO C TIOMOIIbIO KOMIIBIOTEPA CO CIELUATU3UPOBAHHBIM IPOTrPAMMHBIM OOECIIEUEHUEM;
[IUCbMECHHBIE 3a/laHUs BBIIIOJHAIOTCA Ha KOMIIBIOTEPE CO CIELHMAIM3UPOBAHHBIM IIPOTrPaAMMHBIM
o0ecrie4eHneM WJIM MOTYT OBITh 3aMEHEHbl YCTHBIM OTBETOM; OOECIeUMBAETCS WHIUBUAYAIbHOE
paBHOMepHOe ocBelieHue He MeHee 300 JOKC; s BBINOJHEHMs 3aJaHUsl IPU HEO0OXOAMMOCTH
MIPEIOCTABIIAETCS YBEIMYMBAIOIIEE YCTPOICTBO; BO3MOYKHO TaKXKE€ HCIOJIb30BaHUE COOCTBEHHBIX
YBEIMYMBAIOUINX YCTPONCTB; MMCbMEHHBIE 3aJJaHNs 0(OPMIIIOTCS YBETUUYEHHBIM HIPUPTOM; IK3aMeH
1 3a4€T NMPOBOJATCS B YCTHOU (pOpME MM BBIMIOJIHAIOTCA B MUCbMEHHON (hopMe Ha KOMIIBIOTEPE.

® Ui TIIYXUX M CIAOOCHBIIAIUX: JIEKUUU O(QOPMIISIOTCS B BUAE 3JIEKTPOHHOTO JOKYMEHTa,
au00  MpenocTaBiseTcss  3BYKOYCWIMBAIOLIAs — anmapaTypa HMHAMBUIYAIBHOTO  IMOJb30BaHMUS;
MMCbMEHHBIE 3aJJaHUSl BBINOJIHSIOTCS HAa KOMIIBIOTEPE B INMHUCHMEHHOHN (opme; sk3aMeH U 3auéT
MIPOBOJISATCS B MUCBbMEHHOM (hopMe Ha KOMITbIOTEPE; BO3MOKHO MPOBEIEHUE B (hOpME TECTUPOBAHHUS.

e [UIsl JIMI[ C HapyLIEHUSIMH OIOPHO-JIBUraTEeNIbHOTO ammnapara: JeKUUHu OQOpMIIIIOTCS B BUIE
JJIEKTPOHHOI'O0 JOKYMEHTA, JOCTYIIHOTO C IIOMOINBI) KOMIIBIOTEPA €O CIEHUATU3UPOBAHHBIM
MPOrpaMMHBIM ~ OO€CI€YeHHeM; MHCbMEHHbIE 3aJjaHHsl BBIMOJHSIOTCS Ha KOMIIBIOTEPE CO
CIEeLUAIU3UPOBAHHBIM NPOIPAMMHBIM OOecrieueHHeM; IK3aMeH U 3a4€T MPOBOJATCS B YCTHOM (opme
WJIM BBITIOJIHSAIOTCS B MMCbMEHHOM (popMe Ha KOMIBIOTEpE.

ITpu HEOOXOUMOCTH MpelyCMaTpUBAETCs YBEITUUYEHUE BPEMEHHU JJISl IIOATOTOBKU OTBETA.

[Ipouenypa mpoBeneHus NMPOMEXKYTOUYHOW aTTeCTalMU JJisi OOy4yarOUIMXCSl YCTAHABIUBAECTCS C
y4€TOM UX MHAMBHUIYANbHBIX NCUXO(pu3nYeckux ocoOeHHocTel. [IpomexyTouHas arrectanus MOXKeET
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MIPOBOAMTHCS B HECKOJIBKO 3TAIIOB.

[Ipu mpoBeseHWW TIPOLEAYPHI OIEHHBAHUS pPE3YJIbTaTOB OOY4YCHHs IpeayCMaTpHBAETCs
MCIOJIb30BaHNE TEXHUYECKHX CPEICTB, HEOOXOJUMBIX B CBS3HM C MHAWBUIYAIbHBIMUA OCOOCHHOCTSMH
oOydJarommxcsi. OTH CpEICTBA MOTYT OBITh IPEJOCTABICHBI YHUBEPCHUTETOM, WIU MOTYT
MCTIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKUE CPEJCTBA.

[TpoBenenue mporeaypbl OICHUBAaHUS PE3YJIbTaTOB OOYUYCHHS JIOMYCKACTCS C UCIIOJIb30BaHHEM
JTMCTaHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTHH.

ObecneunBaeTcss JA0CTYNl K HMH(POPMAIMOHHBIM M OuOIMorpaduueckuMm pecypcam B CETH
WuTepHer Uit Kaxxaoro odyuaromierocss B popMax, alanTUPOBAHHBIX K OTPAHUYEHUSM UX 3/10POBBS U
BOCIIPHUATHS UHPOPMALIUH:

e Uil CIENBIX U CIA0OBUISAIIMX: B TEYaTHOM Qopme yBenudyeHHBIM MpupTOoM, B (opme
AJIEKTPOHHOTO JIOKYMEHTa, B (hopMme ayanodaiina.

® JIUIsl TITYXUX U CJIa0OCIHBIIIAIINX: B Ie4aTHOU (hopme, B (OpMe FIEKTPOHHOTO JJOKYMEHTA.

® 1151 00YJaIOLINXCSl C HAPYIICHUSIMU ONOPHO-ABUTaTEIbHOIO anmapara: B Ie4aTHOH ¢opme, B
(hopMe AIIEKTPOHHOTO JOKYMEHTa, B (hopme ayaunodaiina.

Y4eOHbIC ayIUTOPUU I BCEX BHJOB KOHTAKTHOH M CaMOCTOSITCIIBHON paboOThI, HaydHas
OubIMoTeKa W WHBIE TMOMEIICHHUS JUid OOyYeHHs OCHAIIEHBI CHElHAlbHBIM 000pYIOBaHUEM U
y49eOHBIMH MECTaMH ¢ TEXHHYECKUMH CPEJICTBAMHU O0yUCHUSI:

® ISl CIIENBIX U CIA0OBUASIIUX: YCTPOWCTBOM JJisi CKAHUPOBAHMS M 4TeHUsi ¢ kamepoid SARA
CE; nucnneem bpaiinsg PAC Mate 20; npuntepom bpaitng EmBraille ViewPlus;

oIl TUIYXUX M CJIa0OCHBIIIAIINX: aBTOMAaTU3UPOBAHHBIM pPabOYMM MECTOM JUIsl JIFOAEH C
HapYIICHUEM CITyXa U CI1abO0CIIBIIIANINX; aKyCTUICCKUI YCHIIUTEh B KOJIOHKH,

o isi OOyYarOIIMXCsS C HaApYIICHUSMH OIMOPHO-IBUTATENLHOTO ammapaTa: MepeIBUKHBIMHU,
perynupyeMbiMi spronomudeckumu napramMu CHU-1; KOMIOBIOTEPHON TEXHUKOH CO CHEHalbHBIM
MIPOTPaMMHBIM 00ECTICYECHHEM.

9. MeToauueckue MaTepHuaJibl

9.1 Mnanbl NpPaKTHYECKHUX 3aAHATHI
9.1. Il1anbl NPAKTHYECKUX PadoT.

MeTtoanyeckue yKa3aHus 10 OPraHU3alUM M NPOBE/IeHUI0

Tembl y4eOHOW IUCHMIUIMHBI MPEIyCMaTPUBAIOT MPOBEACHUE MPAKTHYECKUX paboT, KOTOpHIE
CITy’KaT KaK LEIsIM TEeKYIIEro U MPOMEXYTOYHOTO KOHTPOJIS 32 MOJATOTOBKOM CTY/AEHTOB, TaK U LIEISIM
MOJTyYeHHUs TPAKTUYECKUX HABHIKOB MPHMEHEHHs METOIOB BBIPAOOTKH PEIICHHH, 3aKperUICHUs
M3YYEHHOT'0 MaTepuaia, pa3BUTHsS yMEHHH, NpuoOpeTeHHs OmblTa PelIeHHs KOHKPETHBIX MpoOieM,
BEJICHUS TUCKYCCHUH, apryMEeHTAIlMH M 3alIUTHl BRIOpAHHOTO pemieHus. [loMomnrs B 3TOM OKa3bIBAalOT
3aJJaHMs JUIsl IPAaKTUYECKUX PaboT, BbIJIaBaeMble MpPENoaBaTesieM Ha KaXKJIOM 3aHSATHH, 33JaHHUs Ha
CaMOCTOSITENTbHYIO TIOATOTOBKY, TepedeHb BOMPOCOB ISl MOJATOTOBKH K 3a4eTy M KOHTPOJBHBIE
JIOMAIIIHUE 3a/1aHUs [Tl CAMOCTOSATENIbHOM paboThl CTYIEHTOB.

Heab0 TpakTHYeCKUX pPabdOT SBISETCA 3aKpEIUICHHEe TEOPETHYECKOro MaTepuaia M
npuoOpeTeHne  MPAKTUUECKUX  HABBIKOB  MCIIOJB30BAaHMS ~ METOJIOB  NPUMEHEHHUS  IaKeTOB
KOMITBIOTEPHON MaTeMaTHUKH B MPO(ECCHOHANBHON IEATEIIbHOCTH, IPUMEHSTh HaBBIKHU ISl IPHHSTHUS
Hanbonee 3(pPEeKTUBHBIX pEIIEHUH B YCIOBHUSAX OBICTPO MEHSIOUICWCS peaNbHOCTH, A ObICTpOM
alanTalnuy K U3MEHSFOIIUMCSI YCIIOBHSIM IS TETbHOCTH.

TemaTuka npakTHUECKUX paboT COOTBETCTBYET NMpOrpaMMe Kypca.

1. Pabora c ceprudpukaramu B OC Windows.

2. OYHKUUU YAOCTOBEPAIONIETO LIEHTP Ha npumepe tectoBoro Y1 Kpunrompo.
3. Hactpoiiku kpunronposaiinepa Kpunrompo CSP.

4. ®ynkuuu kpunrodubmmorexkn OpenSSL.
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Metoanyeckue yka3zaHHsl K IPaKTUYECKUM paboTaM MPUBEACHBI B OTJEIEHOM JOKYMEHTE
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IIpunoxenne 1. AHHOTAITHS
paboueii mporpaMMbl JTUCIUTIIHHBL

AHHOTAIIUSI PABOYEHA ITPOTPAMMBI JIUCHUATLIAHBI

JucuuiuinHa — peanu3yercst Ha ¢akynpTere HH()OPMAIMOHHBIX CHCTEM U 0€30MaCHOCTH
Kagenpoil KOMIUIEKCHOM 3aIUTHl HH(POPMAIHH.

Llens QUCHUIUIMHBL: HAYYUTH CTYJICHTOB IpUeMaM padoThl ¢ HHYPACTPYKTYPOH OTKPBITHIX KIIIOYEeH U
U(POBBIMU CEPTHPHUKATAMHU.

3amgaun: (OpMHPOBAHHE Y CTYCHTOB IIPEACTaBICHUI 00 HHPPACTPYKTYPE OTKPHITHIX KIIIOYEH,
BbIpaOOTKa YMEHHI pa3BOpauMBaTh M HACTPAUBaTh YIOCTOBEPSIOLINE LIEHTPHI, HAYYUTh CTYICHTOB
UCIIOJIF30BATh MEXaHU3MBI 00ECTIeYeHUS IOPHINUECKON 3HAYMMOCTH JOKYMEHTOB.

JlucuuiuinHa HanpaBjieHa Ha (popMUpOBaHHE CIIETYIONIMX KOMITETCHIIUHI:

e JIK-1 — CnocobeH BBHIIOMHATE pabOTHI 1O YCTAaHOBKE, HACTPOMKE M OOCIYKMBaHHIO
IPOTrPaMMHBIX, TPOTPAMMHO-ANIIAPATHBIX (B TOM YUCIIE KPUIITOrpapUYECKUX) U TEXHUUECKUX
CPEICTB 3alUThl HTHPOpMALUU

B pe3ynbTare 0CBOCHHUS TUCIUIUIMHBI 00 YUYarOIIUICS TOJKEH:

e 3HaeT NOPSIOK YCTAHOBKU, HACTPONKHU M 0OCITY’)KHBAaHUS POTPAMMHOTO 00ECTICYCHHUS, CHCTEM
yIpaBieHus 0a3aMy JJaHHBIX, CPEJCTB AIIEKTPOHHOTO TOKYMEHTO000POTa U CPECTB 3aIUTHI
nHpopmanuu

e Brageer HaBBIKaMU 110 YCTAaHOBKE, HACTPOMKE U OOCITY>)KUBAHHUIO IIPOTPAMMHOT0 00ECTICUCHHS,
IPOrPaMMHO-aNIaPaTHBIX U TEXHUYECKUX CPEJCTB 3aIlIUThl HHPOPMALMH C COONIOJCHUEM
TpeOOBaHUH 1O 3aIuTe HH(POPMAIUN

e VYMeeT yCTaHaBIMBATh MIPOrPaMMHOE 00ECIICYeHNE B COOTBETCTBUHU C TEXHHYECKOM
JIOKyMEHTAIMel, BIIOJIHATH HACTPOUKY MapaMeTpoB pabOThl MPOrPaMMHOT0 00eCTICUeHHS,
BKJTIOYAsi CHCTEMBI yIIpaBJIeHus1 6a3aMu TaHHBIX U CPEICTBA IJIEKTPOHHOTO
JIOKYMEHTO0000poTa, opMyIHpoBaTh MpaBmiia 0€30MaCHON IKCILTyaTal[lH

e JIK-2 - CnocobeH mpUMEHSATh MNPOrpaMMHBIE CpPEACTBA CHUCTEMHOrO, NPUKIAJHOTO U
CHELUAJbHOTO  HA3HAYCHUSA, MHCTPYMEHTAIbHBIE  CPEACTBA, A3BIKK WU CHUCTEMBI
MIPOrpaMMHUPOBAHHUS ISl pellieHns MPpodecCHOHANBHBIX 3a/1a4

B pe3ynbrare 0CBOGHUS NUCLUIIMHBI 00Y4atOLIUiCs JOKEH:

e 3HaTh apXUTEKTYPy U NPHUHIIUIIBI IOCTPOEHUS OMEPALIMOHHBIX CUCTEM, IIOJICUCTEM 3alllUThI
nH(pOpMaIIMK, COCTaB THUIOBBIX KOH(UTYpalMii MPOrpaMMHO-aNnapaTHIX CPEACTB 3allUThI
uH(pOpMaINH, SI3bIKU U CUCTEMBI IPOTrPaMMHUPOBAHHUS

e VYMeeT NpOTUBOJAECHCTBOBATh yrpo3aM 0€30MacHOCTH HH(POPMALIUH C UCTIOIb30BaHUEM
BCTPOEHHBIX CPEJCTB 3alIUTHl HHPOpMAIIU

e Brageer KOHTpPOJIEM KOPPEKTHOCTH ()YHKIIMOHMPOBAHUS MPOTrPaMMHO-aNIIapaTHIX CPEACTB
3alIUThl HH(OPMAIIUY B ONEPALMOHHBIX CUCTEMAaX

[To mucruIuIMHE TPEeIyCMOTPEHA MTPOMEXKYTOUHAs aTTecTanus B (hopme 3auéTa.
O6mast Tpy10EMKOCTh OCBOCHHUSI TUCIUTUIMHBI COCTABIISAET 2 3a4ETHBIC STUHUIIBL.



