POCCHUMCKHNU I'OCYJIAPCTBEHHBIN I'YMAHUTAPHBIN
YHUBEPCUTET

IlpepynuBepcapuu PI'TY

NMHOOPMAIIMOHHASA BE3OITACHOCTD:
ITAMSATKA /I OBYUYAROIIINXCHA

C KaXaplM TOJOM MOJOJIe)KH B WHTEpHETe CTAaHOBUTHCS OoJiblile,
a IIKOJIbHUKWA OJIHM W3 CaMbIX aKTHMBHBIX MOJib30BaTeseli PyHeTa. Mexay Tewm,
TTIOMHUMO OTPOMHOI'0 KOJIMUeCTBAa BO3MOXKHOCTeH, MHTEPHET HeCeT W MpOOJ/IeMBl.
OTa TaMsITKa I0/KHA TTOMOUb Tebe 6e30MacHO HaXOAUThCS B CETH.

KoMmnbroTepHble BUPYChI

KoMImbloTepHbIl BUPYC - 3TO Pa3HOBUJHOCTb KOMIIbIOTEPHBIX MPOrpaMM,
OT/IMUXTETbHON 0COOEHHOCTBI0 KOTOPOU SIB/ISIETCSI CTIOCOOHOCTH K Pa3MHOKEHHUIO.
B fgonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEAUTh WX MOTHOCTBIO YHUUTOXKUTh
BCe (haiinbl ¥ laHHbIe, TIOJKOHTPOJIbHBIE TT0/Th30BaTe i, OT UMeHU KOTOPOTo Obina
3anylleHa 3apa)kéHHasi MporpaMMa, a Tak)Ke TMOBpPeAUTh WU [laXKe YHUUTOXUTh
OTepaLMOHHYI0 CUCTeMY CO BceMHd (paiiiamu B 1jesioM. B Go/bLIMHCTBe CiiyuyaeB
PacripoCTPaHSIIOTCS BUPYChI Uepe3 UHTEPHET.

METOALI 3dlMThI OT BPE€JOHOCHBIX NMMPOrpaMMm:

1. Vcrionb3yil cOBpeMeHHbIe OrepaljMoHHble CUCTEMbI, UMeIOIIe CepbE3HbIN
yYPOBEHb 3allUThl OT BPeJOHOCHBIX MPOTrpamMm;

2. [TocTossHHO  ycTaHaBAMBad mnatud  (L4U(pOBBIe  3ar/aTKHA, KOTOpbIe
aBTOMaTUUECKH YCTAHABIMBAIOTCS C IIeJIbI0 1I0pab0TKM TIPOTrpaMMbI) U JpyTHe
OOHOB/IeHHSI CBOeli  omepalMOHHOM cucteMmbl. CkKauuBali HX TOMBKO C
opuimanbHOro  caiita paspabotuvka OC. Eciu  cyijectByeT — pexuiM
aBTOMAaTHYeCcKoro 0OHOB/IeHUs], BK/TFOUH €ro;

3. Paborali Ha CBoeM KOMIbIOTEpe TIOf, TIpaBaMH I10J/Ib30BaTess,
a He a/IMUHHCTPATOpa. DTO He TI03BOJIUT OOJIBIIIMHCTBY BPEAOHOCHBLIX IMPOTPAMM
WHCTa/UIMPOBAaTLCSl HA TBOEM [epCOHA/TbHOM KOMITBIOTEDE;

4.  Wcrmonmp3ydh  aHTUBHUPYCHble  TIpOTPAMMHBIE  TPOJAYKTHI ~ W3BECTHBIX
TIPOU3BO/IUTE e, C aBTOMaTUUeCKUM 0OHOB/IeHHeM 0a3;

5.  Orpanuub (py3nUeCKUii AOCTYM K KOMITbIOTEPY [I/Isi TOCTOPOHHUX JIWL];

6.  Vcmosb3yit BHeIIHMe HOCUTeT UHPOPMAaI|H, Takue Kak ¢Jielka, UCK WiIn

(1)[:1171]'[ N3 MHTEPHETA, TOJIBKO M3 ITPOBEPEHHBLIX NCTOUYHHUKOB;

7. He oOTKpbIBail KOMIIbIOTEpHBIE (Dal/ibl, MOTyUYEHHble M3 HeHaJ&XHbIX
HMCTOYHUKOB. [laxke Te (paiiibl, KOTOpble MPUC/Ia/] TBOM 3HAKOMBIN. Jlyullle yTOUHU
y Hero, OTIIPaBJIsil I OH Tebe Ux.



Cerun WI-FI

Wi-Fi - 3T0 He BUJ niepefiauyl JaHHBIX, He TEXHOJIOTHSI, a BCETO JIUIIIb OpeH/,
Mapka. Emie B 1991 ropy Hujep/saH/icKass KOMITaHUsSI 3aperucTpupoBaia OpeH[
«WECA», uro o6o3Hauasio cnoBocouetaHue «Wireless Fidelity», KoTopbiii
TIePeBO/IUTCS KaK «0ecripoBOZiHAsi TOUHOCTb».

Ilo Halllero BpeMeHH [Ioliia ipyras abOpeBuaTypa, KOTopast SIB/ISIeTCST TaKOU
JKe TexHojiorueil. JTo abbOpeBuarypa «Wi-Fi». Takoe Ha3BaHHWe OBIIO JJaHO C
HaMeKOM Ha CTaHJapT BBICIIMM 3ByKoBOW TexHWKH Hi-Fi, uro B mepeBoze
03HauaeT «BbICOKAst TOUHOCTb».

Ia, 6ecriaTHBIM UHTEPHET-A0CTYIT B Kade, OTe/sIX U a3pOIopTax sIBJISETCS
OT/TMYHOM BO3MOXXKHOCTBIO BbIXOZIa B MHTepHeT. Ho MHOrHMe 3KCITepPThl CUMTAIOT,
yTo 0611eg0CcTyTIHBIE Wi-Fi ceTu He AB/ISAIOTCS O€30TIaCHBIMH.

CoBeTtbl 110 0e30macHOCTH pabdoTe B 00meAocTynmHbIX ceTsax Wi-Fi:

1. He mepesaBaii cBorO /MMuHyr0 WH(OpMaruio uepe3 obiemocTyrHble Wi-Fi
cetn. PaboTasi B HUX, JKeslaTelTbHO He BBOJWTH ITApPOJIH JOCTYTIA, JIOTUHBI U KaKHe-
TO HOMepa;

2. Vcrnonb3yit 1 0OHOB/SI aHTUBUPYCHBIE TPOrpaMMbl U OpaHgMay3ep. Tem
cambIM Thl 06e30macuiib cebst OT 3aKauKy BUpPyca Ha TBOe yCTPOUMCTBO;

3. [Mpu ucnonbzoBanuu Wi-Fi otkmtoun dyHkimio «O61muit goctyt K datinam
Y TpuHTepam». [laHHass (yHKLMSI 3aKpbITa MO0 YMO/JYaHUIO, OJHAKO HEKOTOpHbIe
TI0/Tb30BaTe/IM aKTUBUPYIOT eé /17151 y100CTBa MCob30BaHuMs B paboTte uan yuebe;

4. He wucrnone3yéi nybosmuunbii WI-FI fgas mepefauM JMUHBIX —[JaHHBIX,
HarpuMep, AJ1s1 BbIX0/la B COLIA/IbHbIE CETU WU B 3JIEKTPOHHYIO TI0UTY;

5. Vcnonb3yk TOMbKO 3amuineHHoe coeguHeHue uepe3 HTTPS, a ne HTTP,
T.e. TIpY Habope Beb-aJpeca BBOAW UMEHHO «https://»;

6. B mobunpHOM TenedoHe oTkmoun dyHKIMIO «[logkmouenve K Wi-Fi
aBTOMaTHueCcKrh». He momyckall aBTOMaTHUYeCKOTrO MOAK/IHOYEHHUs YCTPOUCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

ConuanbHbIe CeTH

CoruasibHble CeTH aKTUBHO BXO/ISIT B HAIIy »KHU3Hb, MHOTHE JIFOZM paboTaioT
Y JKMBYT TaM TOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH Mu/Map/ uejioBek,
YTO SIB/ISIETCSI OZJHOM CeIbMOM BCeX >KUTesiel IMlaHeThbl. MHOTrMe moJib30BaTeu He
MOHUMAIOT, YTO UH(OpMaLYs, pa3MellleHHass UMW B COLIMATbHBIX CeTAX, MOXKET
ObITh HalijleHa U HCII0/Ib30BaHA KeM YTOJHO, B TOM uHC/e He 00s3aTesbHO C
G/1arMMy HaMepeHUsIMU.

OCHOBHBIE COBEeThI 110 0e30MaCHOCTH B COIMA/IBHBIX CeTAX:

1. OrpaHuyb CIUCOK Apy3eil. Y TeOsi B Ipy3bsiX He T0/DKHO OBITh C/TydyaiHbIX U
He3HaKOMBIX JTH0/Iel;



2. 3aluiaii CBOK YaCTHYIO )KM3Hb. He yKasbiBaii 1aposiu, TeseOHbIl, afpeca,
JaTy TBOEro pPOXAEHUs U APYTryl JUYHYI0 HH(OpMaluio. 3/10YMbIIIEHHUKN
MOTYT WCIO/Ib30BaTh Jaxe WHGOPMALIMI0O O TOM, KaK Thl M TBOM DPOJIUTENH
TJlaHUpYyeTe POBeCTH KaHUKY/IbI;

3. 3amuiliali CBOK pemnyTaluio - ep>XKU ee B YMCTOTe U 3ajjaBaii cebe BOIpPOC:
XxoTen Obl Thl, uTOOBI Apyrve TMOJb30BaTe/Nd BUENM, UTO Thl 3arpy’kaellb?
[MTomymait, TipekJe ueM 4To-TO OIy0O/IMKOBaTh, HAMKMCATh U 3aTPy3UTh;

4.  Ecnu Thl TOBOPUIIL C JIFOJbMH, KOTOPBIX He 3Haelllb, He MCIOJIb3yH CBOe
peasbHOE UMSI U [IPYTYIO JTMUHYI0 WUHGOPMAIMU: UMsl, MECTO KUTebCTBA, MECTO
yueObI U TIpoyee;

5. N36eraii pa3meiienust dotorpaduii B VIHTepHeTe, rie Thl W300pa’keH Ha
MeCTHOCTH, 110 KOTOPO MOKHO OTIpe/le/TUTh TBOe MeCTOTOJIOKeHHe;

6. [Tpu perucTpaliv B COI[MAIbHOM CeTh He0bX0UMO UCITOMb30BaTh CJIOYKHBIE
TIapoJIi, COCTOSIIIIMeE 13 OYKB U LIU(P ¥ C KOTMUECTBOM 3HAKOB He MeHee 8;

7. It corfianbHOM CeTH, TIOUThI U IPYTUX CAUTOB HEOOXOUMO UCIIOIH30BaTh
pasHble maposid. Torga ecau Tebs B3/IOMAlOT, TO 37I0yMBIIIEHHUKA TMOIy4aT
JIOCTYTI TOJILKO K OJHOMY MeCTY, a He BO BCe Cpa3y.

JJIEKTPOHHbIE IeHbI'H

ONeKTPOHHbIE IeHbI'H — 3TO OUeHb YJ0OHBIM CIOCO0 TuIaTeXxel, OfHAKO
CYILIeCTBYIOT MOILIEHHUKH, KOTOPbIE XOTSAT MOMYUUTh 3TU JI€HbIU.

ONeKTPOHHBIE [eHbI'Y MOSIBUINCH COBCEM He/laBHO U UMEHHO M3-3a 3TOr0 BO
MHOTUX TOCYZAapCTBax [0 CUX MOP He MPOIMCaHO NP0 HUX B 3aKOHAaX.

B Poccuu ke oHM (YHKIMOHHUPYIOT M O HUX Y>Ke TMPOIMUCAHO B 3aKOHE, Tie
UX Pa3fe/siloT Ha HECKO/IbKO BHOB - aHOHHMHBLIE 1 He aHOHMMHbIe. PasHuija B
TOM, UTO aHOHHUMHBIE - 3TO Te, B KOTOPBIX pa3pelaeTcsi IPOBOJUTh Oreparuu 0e3
UIeHTU(HUKALUK T10/Ib30BaTe s, @ B HEAHOHUMHBIX HUAEeHTHU(hHKALUK TT0/Ib30BaTe s
SABJISIeTCS 00s13aTe/IbHOM.

Takke c/efyeT pasiduyaTb SJ/IeKTPOHHble (UaTHble JeHbrd (paBHbI
roCyZlapCTBEeHHbIM Ba/ll0TaM) WM 3J/IeKTPOHHble He(uaTHble [eHbrd (He paBHBI
roCyZlapCTBEHHBIM Ba/IFOTaM).

OcHoBHbIe COBeTHI 10 fe30macHoi paboTe C 371eKTPOHHBIMH /[eHbIraMU:

1. [TpuBsDKU K cueTy MOOW/IBHBIN TesiepoH. ITO caMblil yA0OHBINA U ObICTPBIA
crocob BOCCTAaHOBUTL JOCTYM K cyeTy. [IpuBsizaHHbIN Tene(OH MOMOXKET, eC/u
3a0y/lelllb CBOM TIJIAaTEXKHBIM TMapo/ib WM 3aiflelllb Ha CalT C HEe3HaKOMOTO
yCTPOMCTBa;

2. Wcnone3yil opHopasoBble maponu. [locie mepexoja Ha YCUEHHYIO
aBTOpU3aLio Tebe yke He OyZieT yrpokaTh OINACHOCTh Kpa)kKd WM TiepexBara
TI7IaTeXKHOT0 Mapoyisi;



3. Bribepu ciiokHBIM Maposb. IlpecTymHukam OyZeT He TIPOCTO yraarthb
CJIOKHBIM Naposib. Hazje)kHble MMapoiuM — 3TO [apoJid, KOTOpble COZeprkar He
MeHee 8 3HAKOB W BK/IHOYAIOT B Cebsi CTPOUHbIE U TIPOIMUCHbIE OYKBbI, [IUQPHI U
HEeCKOJIbKO CUMBOJIOB, TaKMe Kak 3HaK [l0Jy1apa, (PyHTa, BOCK/INLIATE/IbHBIN 3HaK U
T.11. Harmpumep, StROng!;;

4. He BBOAM CBOM /IMUHBIE [JaHHBIE HA CalTaX, KOTOPBIM He J0Bepsielllb.
JJ/IEKTPOHHAs MmouTa

ONeKTPOHHasl TIouTa — 3TO TeXHOJIOTHS U TIpe/loCTaB/isieMble el YC/IYTH TI0
Tiepechbl/IKe U MOYyUeHHI0 37IeKTPOHHBIX COOOIeHUHM, KOTOPbie pacIipe/iesisitoTCs B
KOMITbIOTepHOM ceTh. OOBIYHO 37€KTPOHHBIA TIOUYTOBBIM SIIUK  BBITJISIUT
ciefyroiyM 06pa3om: UMsI_ToJib30BaTesi@uMsi_jioMeHa. Takke KpoMe repejauut
MPOCTOr0 TEKCTa, UMeeTCsI BO3MOKHOCTh Mepe/laBaTh (Paisibl.

OcHoOBHBIE COBETHI 10 0e30macHoi padoTe C I/IEKTPOHHOU IMOYTOM:

1.  Hazmo BbIOpaTh mMpaBWIbHBIA TIOUTOBBIM CEepPBUC. B WHTepHeTe ecTb
OTPOMHBIM BBIOOD OeCIIaTHBIX TIOUTOBBIX CEPBUCOB, OJJHAKO JTyUllle JOBEPSTh TeM,
KOr'O 3Haelllb, ¥ KTO TIePBbIA B PEUTHHTE;

2. He yka3sbiBali B JIMUHOM MOYTe JIMYHYIO UH(popMaLuioo. Hampumep, syuiie
BLIOpATh «MY3bIKaIbHBIM_(paHaT@» uin «pok2013» BmecTo «Temal3»;

3. Vcnonb3yu ABYXATAlHYH0 aBTOPU3aL[MI0. JTO KOrJa MOMHUMO MapoJisi HY>KHO
BBO/IUTh KO/, MPUChLIaeMbIii 110 SMS;

4, Bbi0bepy C/10KHBIA Maposb. It KaXXA0ro MOYTOBOrO SIIIUKA 1O/DKEeH ObITh
CBOU HaZIe)KHbIW, YCTOMUMBBIM K B3JIOMY MapoOJib;

5. Ecmu  ecTh BO3MOXHOCTH HamucaTb CamMOMYy CBOM JIMUHBIA BOIIPOC,
WCIIO/Tb3YU 3Ty BO3MO>KHOCTB;

6. Vcrionb3y HECKOJBKO TMOUYTOBBIX —SIIUKOB. [lepBbli 711  4acTHOM
TepenucKy C aJipecaTaMu, KOTOPbIM Thl JOBepsielllb. DTO 371eKTPOHHbIN aJpec He
Ha/l0 MCMO/1b30BaTh MPY PerucTpaLyuy Ha (popyMax U canTax;

7.  He otkpbiBaii ¢aiiibl U [Apyrue BAOKEHUS B THMChbMaX JaXke eC/d OHHU
TIPUIITK OT TBOWIX [Ipy3eil. JIyuille yTOUHU y HUX, OTIIPABJIS/IN U OHU Tebe 3TU
daiinbi;

8.  Tlocne oxkoHuaHus paboTbl Ha TIOYTOBOM CepBUCE Tiepefi 3aKpbITHEM
BKJIaJIKV C CAUTOM He 3a0y/ib Ha)KaTh Ha «BBIATI».

Ku0epOy/1/IMHT WM BUPTYa/IbHOE U3/ieBaTe/IbCTBO

KubepOy/imMHr —  mpecie/joBaHWe  COOOITIEHUSIMM,  COJIeP Kall[UMU
0CKOpOJIeHu s, arpeccuto, 3amyTUBaHHUe; XYJIATaHCTBO; COIL[{A/IbHOE
OOMKOTHPOBaHKE C TIOMOII[bIO Pa3/TMUHBIX HHT€PHET-CEPBHCOB.



OcHoBHBbIe COBeTHI 10 00pbOe ¢ KHOepOy/ITUHIOM:

1. He Gpocaiics B 60#. Jlyuimii crioco6: MOCOBeTOBATLCS Kak cebsi BeCTH U,
eC/Id HeT TOro, K KOMY MOKHO 0OpaTUTbCs, TO BHadaje YCMOKOUThCA. EcCau Tl
HauHeIllb OTBeuaTb OCKOPOJeHUSIMA Ha OCKOpPOIeHHs, TO TOJILKO ellje OOoJIbIle
pa3oyKKelrb KOHPIUKT;

2. YnpaBnsii cBoeli KubepperyTarueif;

3. AHOHUMHOCTH B ceTH MHUMasi. CyI[eCTBYIOT CIOCOOBI BBISICHUT, KTO CTOUT
38 aHOHUMHBIM aKKayHTOM,;

4. He crouT BecTH XynWraHCKWW o0pa3 BUPTya/JbHOW >KU3HU. VIHTepHeT
buUKCcHpyeT BCce TBOU [IeWCTBUS W COXpaHseT UX. YAAIUTh WX OyZer KpaiiHe
3aTpyAHUTE/THHO;

5. Co0butro/1aii CBOM BUPTYa/IbHYIO UeCTb CMOJIOAY;

6. WUrHopupy  eauHWuHBIA  HeraTwB. OpHOpa3oBble  OCKOpOWTE/bHbIE
CooOlLI[eHus1 Jiydille WTHOpPUpoBaTh. OOBIUHO arpeccdsi TIpeKpailjaeTcss Ha
Haya/JbHOM CTa/IuH;

7. ban arpeccopa. B mporpammax obMeHa MrHOBEHHBIMHA COOOI[€HUSIMU, B
COLIMANBHBIX CETSX €eCTb BO3MOXKHOCTb OJIOKMPOBKH OTIIPAaBKM COOOIeHHH C
orpe/ie/IeHHbIX a/IpecoB;

8. Ecnu Tel cBUgeTens KubepOysnuHra. TBou [eHCTBUS: BBICTYIUTH MPOTUB
ripecsie[joBaTessi, MOKa3aTb €My, UTO ero [AelCTBUSl OLIeHWBAlOTCsS HeraTUBHO,
no/ifiepkaTh >KepTBY, KOTOPOW HY»)KHA IICUXOJIOTHYecKasi TIOMOIIb, COOOIIUTh
B3pOC/bIM O (haKTe arpeCCUBHOTO TIOBeIeHUsI B CETH.

Mo6OunbHbIN TeedoH

CoBpeMeHHbIe cMapThOHBI U TIAHIIIeThI CoZiepkaT B cebe BITOJIHE B3POC/IBIM
(GyHKLUMOHAN, W Telepb OHU MOTYT KOHKYPHUPOBaTb CO CTalLMOHAPHBIMU
KomrbioTepamMu. O/IHAKO, CPe/ICTB 3allUTHI [I7Is TI0J0OHBIX YCTPOWCTB IMOKa OYeHb
Mano. TecThpoBaHVWe U TIOWUCK YSI3BUMOCTeM B HUX TPOUCXOAUT He Tak
WHTeHCUBHO, Kak Jy1s [1K, To >ke camoe KacaeTcsi 1 MOOW/IbHBIX TIPUIO’KEHUH.

CoBpemeHHble MOOWUBHBIE Opay3epbl y)Ke TpaKTHUUeCKW JIOTHAIU
HaCTO/bHbIe aHa/IOTH, OJHAKO paclivpeHue (YHKLMOHaMa BjedeT 3a CoOOM
OOJBLIYIO C/IO’KHOCTh Y MEHBIIYIO 3al[UIIeHHOCTb.

lajieko He BCe TPOW3BOJAUTENM BBIMTyCKalOT OOHOB/IEHUs, 3aKpbIBAIOII[He
KPUTHUYECKHE ySI3BUMOCTHU [I/Isl CBOMX YCTPOMCTB.

OcHOBHBI€ COBETbI AJIA 0e30macHOCTH MOOHM/ILHOIO TEJ'lE(bOHaZ

1. Huuero He siB/isieTcs T0-HacTosAieMy OecriiaTHbIM. Byib ocTOpoXKeH, Be[b,
Korjia Tebe Tipe/iaratoT OecriyiaTHBIM KOHTEHT, B HEM MOTYT ObITh CKDPBIThI KaKue-
TO TUIaTHBIE YCIYTH;



2. Hywmaii, ipexxzie ueM oTnpaBuTh SMS, Goto unu Buzeo. Thl TOUHO 3Haelllb,
r7le OHU OyJyT B KOHEUHOM UTOTe?

3. HeobxoaumMo 0OHOB/ISTH OTEPalMOHHYIO0 CHCTEMY TBOETro cMapThOoHa;
4. VW cnosb3yit aHTUBUPYCHBIE MPOTPaMMBbI 1/ MOOWTBHBIX Teie()OHOB;
5. He 3arpyykaii mpuio>XeHusi OT HEW3BECTHOI0 UCTOYHMWKA, BeJb OHU MOTYT

Cofiep>KaTh BPeJJOHOCHOE MPOorpaMMHOe 00ecrieueHue;

6.  Tlocne Toro Kak Thl BbIijIelllb C caiiTa, T/le BBOAW/I JIMUHYIO WUH(OpMALIIO,
3ali/[1 B HaCTPOMKM bpay3epa U yaanu cookies;

7. [Tepyoiuecky MpOBePSivi Kakue MJlaTHble YCJIYTM aKTUBMPOBAHbI HA TBOEM
HOMepE;
8. laBaii cBoii HOMep MOOWIBLHOTO TesiedoHa TOMBKO JHOZASM, KOTOPBIX ThI

3Hdelllb 1 KOMY NOBepselllb;

9. Bluetooth go/pkeH OBITH BBIK/FOUEH, KOTJla Thl MM He TIOJ/b3yellbcsa. He
3a0bIBaii HHOT/]a TIPOBEPSITD 3TO.

Online-urps1

CoBpeMeHHble  OHJIaWH-UTPbl - 3TO  KpAacOYHble, 3axBaTbIBAarOLUe
pa3BrieueHusi, 00beJUHSIOIIMEe COTHU THICSY YeslioBeK T0 BceMy MUpPY. Mrpoku
WCCIeYIOT JaHHBIM UM MHp, OOIIAOTCS APYT C JPYTOM, BBLITIOJHSIFOT 3ajjaHus,
CpPakarOTCs C MOHCTPaMU M TIOJIy4YarT OIbIT. 3a Y/JOBOJbCTBUE OHU ILIATAT:
TIOKYTIal0T JUCK, OT/IaUuMBalOT aDOHEMEeHT WX TTPUOOpeTaroT KaK1e-TO OTTL|H.

Bce 5Tu cpeficTBa uAyT Ha Nojep>KaHre U pa3BUTHE UIPbI, a TAKXKE Ha CaMy
6e30MacHOCTb: COBEpPIIEHCTBYIOTCS CUCTEMbI aBTOPH3AlUY, BBITYyCKAIOTCS HOBbIE
natuu (1udpoBbie 3am1aTKy sl IPOrpaMM), 3aKPbIBatOTCS YSI3BUMOCTH CEPBEPOB.

B 1o/00HBIX Wrpax CTOMT OMacaThCsi He CTOJIbKO CBOWX COTEPHUKOB,
CKOJIKO KpaXM TBOEro IapoJjisi, Ha KOTOPOM OCHOBaHa CHCTeéMa aBTOPU3AlUU
OOMBIIIMHCTBA UTP.

OCHOBHBIE COBETBI 10 0e30IIaCHOCTH TBOEro HUI'POBOIr0 dKKAYHTd:

1. Ecnu apyroit urpok BefeT ceOsi TIOXO WM CO37aeT Tebe HeNpHUSITHOCTH,
3a0/10KUPYH €ro B CITMCKe UTPOKOB,;

2. [Toxkanyiicsi afMUHKACTPaTOpaM Urpbl Ha TIJIOX0e TOBeleHre 3TOr0 UrpOKa,
)KesnaTeJIbHO TIPUIOXKUTh KaKUe-TO l0Ka3aTebCTBa B BU/le CKPHUHOB;

3. He yka3bIBali TMUYHYI0 HH(POPMaLIMIO B TIpO(aiisie Urpsl;
4 YBakau Jpyrux y4aCTHUKOB T10 UTPE;

S. He ycraHaBnvBaii HeouianabHbie TTaTYU U MO/JbI;

6 Vcrionb3yii C/10KHBIE U pa3Hble MapoJiy;



7. [ake BO Bpemsl UI'Pbl He CTOMT OTKJIFOUaTh aHTHUBUPYC. [IoKa ThI Urpaeris,
TBOW KOMIIBIOTED MOTYT 3apa3uThb.

@OUIIMHT 1A KpadXa JIMYHBIX JdHHbIX

OObIuHOM Kparkeli ieHeT U JJOKYMEHTOB CEro/[Hsl y)Ke HUKOTO He Y/UBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TeXHOJIOTWM 3/I0YMbILLIEHHUKA TepeMeCcTU/IUCh B
WHTEpPHET, U TPO/J0/DKAI0T 3aHUMAaThCSl «TFOOUMBIM» [IeJIOM.

Tak mosiBUIach HOBasi yrpo3a: HWHTepPHEeT-MOLLIEeHHWYeCTBa WX (PUILIUHT,
r/IaBHasl 1je/lb KOTOPOrO COCTOUT B TMOMYYEHUU KOH(PHUAEHLIMATbHBIX JaHHbBIX
M0JIb30BaTesield — JIOTMHOB U naposield. Ha aHrimiickom s3eike phishing unraercs
Kak uiuuHr (ot fishing — pribHast 10B/1s1, password — raposib).

OcHoBHBIe cOBeThI 110 00pKOe ¢ PUIMHrOM:

1. Cneau 3a CBOMM aKKayHTOM. EC/au Thl TOJ03peBaelllb, UTO TBOSI aHKeTa
Obula B3/IOMaHa, TO HeoOXoAWMMO  3a0/IOKMpOBaTb €e W COOOIIUTH
a/IMUHUCTpATOpaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Wcnonb3yit Ge3omacHble BeO-caliThl, B TOM 4MC/ie, UHTepHET-Mara3uHOB U
TTIOMCKOBBIX CUCTEM;

3.  Ucnonb3yil c/io)kHble W pas3Hble Mapoid. TakuM obOpa3om, eciu Tebs
B3/IOMAlOT, TO 3J/IOYMBIIIJIEHHUKH TI0/ydaT [JOCTYIl TOMbKO K OJHOMY TBOEMY
NPOUIII0 B CETH, a He KO BCEM;

4. Eciu Tebs B3/omanu, TO HeoOXOAWMO TIpeAyrNpeAuTb BCeX CBOUX
3HaKOMBIX, KOTOpbIe J00aB/ieHbl y TeOsi B PY3bsiX, O TOM, UTO TeOs B3/0Masiu H,
BO3MO>XHO, OT TBOEro UMeHU Oy/leT pacChllaTbCs CllaM U CChUTKUA Ha (DUIITMHTOBbIe
CaUThI;

5. YcTaHoBY HaziexkHbIN 11aposib (PIN) Ha MoOWIBHBIN TenedoH;
6. OTK/MI0UM coXpaHeHUe naposisi B Opay3epe;
7. He oTkpbiBaii (aiinibl U Apyrve BJIOKEHUS B THMCbMax JaXke eCciu OHU

TIPULIJTA OT TBOMWIX [py3eil. JIyuille yTOUHU y HUX, OTIIPABJIS/IN U OHU Tebe 3TU
OEIZNINS

IIudposas penyranus

[udpoBass penyTalus - 3T0 HeraTUBHasi WM TO3WTHMBHas WUH(POpMaLUs B
cetu o Tebe. Komrpomerupytoiijasi UH@OpMalusi, pa3MellleHHas B WHTepHeTe
MO>KeT Cephe3HbIM 00pa30M OTPa3uThCS Ha TBOEH peasnbHOU >kusHH. «LnudpoBas
peryTarusi» - 3T0 TBOM UMUK, KOTOPbI (hopmupyetcs u3 nHpopmaruu o Tebe B
VHTEpHeTe.

TBoe MecTO JKHTeNbCTBA, YyueObl, TBOe (HUHAHCOBOE TIOJIO’KEHHE,
0COOeHHOCTU XapaKTepa M pacCKa3bl 0 O/IM3KUX - BCe 3TO HAaKallJIuBaeTCsl B CETHU.

MHorue TMOAPOCTKU JIETKOMBICJIEHHO OTHOCSATCS K MyONMKalMU JTUUYHOU
vHpopmaluu B VIHTepHeTe, He MOHMMasi BO3MOXXHBIX TMOC/IeCTBUM. Thl Jjaxke He



CMOXKeIIIb JI0TaZlaThCst O TOM, uTO (oTorpadus, pasmelijeHHasi 5 JIeT Ha3aj, cTana
TIPUUMHOM OTKa3a MPUHATH TeOst Ha paboTy.

KommeHTapuy, pasMelrieHre TBOMX dotorpaduii U Jpyrve AeHMCTBUS MOTYT
He WCUEe3HYThb Ja)Ke TI0C/e TOro, KaK Thl WX yAajuiib. Thl He 3Haelllb, KTO
COXpaHW 3Ty WH(OpMaIHio, TIOMaja /M OHAa B IIOMCKOBBIE CHCTEMBI H
COXpaHW/Iach /M OHa, a IJIaBHOE: UTO TMOAYMarT O Tebe OKpy»Karolljee JFO/IH,
KOTOpble HaWAyT W YBUAAT 3T0. HallTh MHGpOpPMAaILUi0 MHOTO JIET CITyCTS CMOJKET
o060 - Kak u3 J00phIX MOOYKAeHNH, TaK M C HAMePeHHeM TIPUUMHATE Bpes. ITO
MO>KeT ObITh KTO yTOZHO.

OcHoBHbIe COBeThI M0 3a1uTe HU(POBOH penmyTaluu:

1. [Tomymaii, Tipexxzie ueM 4uTO-TO TyO/IMKOBaTh U MepejjaBath y cebsi B Gore
WU B COLIMA/IbHOM CeTH;

2. B Hacrpoiikax mpo@wis yCTaHOBU OrpaHHWYeHUs] Ha TIPOCMOTD TBOEro
npousist U ero COAep)KUMOT0, CZieJiaid ero TONbKO «JJIsl Ipy3eii»;

3. He pa3melrjaii U He yka3biBaii WH(OpPMAIMIO, KOTOpas MOXeT KOro-indo
OCKOpOISTh WU 00MKATh.

ABTOpCKOe npaBo

CoBpeMeHHble  IIKOMbHUKU-  aKTHBHbIe  TI0/Ib30BaTeNd  1[U(POBOTO
npocTtpaHcTBa. OJHaKoO [ja/leKo He BCe 3HAKT, 4YTO I10/Ib30BaHWE MHOTWMU
BO3MOXKHOCTIMH ~ IIMGpoBOro  mupa TpeOyer  cobO/fofeHWss TpaB  Ha
VHTeJI/IeKTYa/IbHyl0 COOCTBEHHOCTb.

TepMUH «UHTe/IEKTyalbHasi COOCTBEHHOCTb» OTHOCUTCSI K Pa3/MUHBIM
TBOPEHUSIM UeJIOBeUeCKOTO yMa, HauuWHas C HOBBIX H300peTeHWil U 3HAKOB,
0003Havar0IMX COOCTBEHHOCTh Ha TIPOAYKTHI M YCIIYTU , U 3aKaHUMBasi KHUTaMH,
dboTorpadusMu, KUHOUIbMaMU U My3bIKa/IbHbIMU TIPOU3BeeHUSIMHU.

ABTOpCKHe TpaBa — 3TO MpaBa Ha WHTE/IJIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MpOU3BeeHUsl HayKH, JIUTepaTypbl U UCKyCCTBA. ABTOPCKME MpaBa BbICTYIAKOT B
KaueCTBe TapaHTUM TOTO, YTO HHTEe/JIeKTYa/IbHbI/TBOPUECKHUH TPY/ aBTOpa He
OyZieT HampacHbIM, JacT eMy CrpaBe/iMBbie BO3MOXXHOCTHA 3apaboTaTb Ha
pe3yJsibTaTaX CBOEro Tpyja, IMOJYYUTb W3BECTHOCTb W Tipu3HaHWe. HukTo 06e3
paspellleHUdss aBTOpa He MOJXKeT BOCIIpOM3BOJWUTH €ro Ipou3Be/ieHue,
pacrpocTpaHsTh, MyOJUYHO [IeMOHCTPHMPOBATh, TIPOZABaTh, HMIIOPTHPOBATH,
MycKaTh B TIPOKAaT, MyOJIMYHO WCIIO/HATD, TOKAa3bIBaTh/UCTIONHATh B 3Upe WM
pasMmerrjatb B MIHTepHeTe.

Vcmosib30BaHHe — «IIMPATCKOTO»  TIPOTPAaMMHOTO  O0ecTieueHusi  MOKeT
MPUBECTM K MHOTMM pHCKaM: OT TOTepPU [aHHBIX K TBOUM aKKayHTaM [0
OJIOKHPOBKM TBOEro yCTPOMCTBa, IJie YCTaHOB/EHHBI He jierajbHas MporpaMma.
He croutr Takxke 3a0biBaTh, UTO CYII[eCTBYeT JierajibHble U OecrijiaTHbIe
MPOrpamMMmbl, KOTOPble MO>KHO HalTH B CETH.



